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Abstract – The Internet of Things (IoT) and its rapid 

advancements will lead to everything being connected in the near 

future. The number of devices connected to the global network is 

increasing every day. IoT security challenges arise as a result of 

the large-scale incorporation of smart devices. Security issues on 

the Internet of Things have been the most focused area of 

research over the last decade. As IoT devices have less memory, 

processing capacity, and power consumption, the traditional 

security mechanisms are not suitable for IoT. A security 

mechanism called an Intrusion Detection System (IDS) has a 

crucial role in protecting the IoT nodes and networks. The 

lightweight nature of IoT nodes should be considered while 

designing IDS for the IoT. In this paper, the types of IDS, the 

major attacks on IoT, the recent research, and contributions to 

IDS in IoT networks are discussed, and an analytical survey is 

given based on the study. Though it is a promising area for 

research, IDS still needs further refinement to ensure high 

security for IoT networks and devices. Hence, further research, 

development, and lightweight mechanisms are required for IDS 

to provide a higher level of security to the resource-limited IoT 

network. 

Index Terms – Attack, IoT, Intrusion, IDS, RPL, Security. 

1. INTRODUCTION 

The Internet of Things (IoT) is a robustly evolving trend that 

incorporates technical, scientific, social, and economic 

implications. It is essential to all facets of human life [1]. 

Healthcare, logistics, smart-cities, smart-homes, and 

agriculture are just a few of the applications for IoT. Due to 

its resource-constrained characteristics, the IoT tends to have 

more vulnerability that can be easily exploited by an attacker. 

The number of connected unsecured IoT devices on the global 

network is rapidly increasing [2]. Researchers are mainly 

focusing on various encryption and authentication 

mechanisms to ensure data confidentiality, authentication, and 

privacy among users and things. Most of the IoT devices have 

been developed without considering the fundamental security 

requirements [3]. 

The tools and techniques available for securing the IoT are 

inadequate because of the large number of interconnected 

devices. Moreover, the security mechanisms based on 

cryptography are mainly used to prevent external attacks such 

as eavesdropping and message alternation. When the 

cryptographic techniques hold the valid key and are 

compromised by the attack, they cannot detect the vulnerable 

nodes. Intruders can easily access the security details from the 

compromised nodes and immediately launch several internal 

attacks. Hence, to offer an extra level of security to the IoT, 

the Intrusion Detection System (IDS) acts as a tool [4]. 

Anthea Mayzaud et al. [5] categorized the Routing Protocol 

for Low Power Lossy Networks (RPL) attacks into three 

types: attacks targeting the topology, attacks on network 

resources, and attacks targeting the network traffic. Attacks 

on resources require more of the restricted devices' resources 

like processing requirements, power, and memory; attacks on 

topology induce isolation and sub-optimization in the 

topology, and attacks on traffic create security risks from the 

network's traffic. All these types of attacks have negative 

impacts on the RPL based IoT network. These attacks have to 

be detected and mitigated to ensure the security constraints of 

the IoT networks.  

Intrusion Detection is an act of monitoring and possibly 

preventing the malicious activities of the intruders. Intrusion 

Detection System is a network security tool that consists of 

software or a combination of hardware and software to protect 

the traditional networks. It can be used to monitor all sorts of 

activities in the network. If there is any attack or unwanted 

activity in the network, the IDS detects the intrusions, alerts 

the administrator, logs the attacks for forensic activities, 
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isolates the intruder, and also disconnects the connection path 

of the intruder [6]. The functionalities of Intrusion Detection 

System are illustrated in Figure 1. 

As it is given in Figure 1, the IDS can monitor, analyse, 

assess, track, alert and mitigate attacks in IoT networks. IDSs 

are at a mature level in the traditional networks. Since IDS 

consumes more memory, processing capability and energy, 

the IDSs that are technologically advanced for the traditional 

and wireless networks are not suitable for IoT. Because of 

these constraints, finding IoT nodes with higher computing 

capability to support IDS agents is very difficult. So, there is a 

need for modelling lightweight IDS to adapt to the IoT 

constraints. The Figure 2 illustrates the typical centralized 

IDS for IoT networks. 

 

Figure 1 Functionalities of IDS 

 

Figure 2 A Typical IDS for Internet of Things 

Here, the smart gadgets are linked to the Internet through the 

gateway device called border router. As the Figure 2 

indicates, the IDS tool is implemented in the gateway device. 

It monitors all IoT network-related activities and, whenever 

an intrusion arises, the IDS will alert the administrator. It also 

logs the events for forensic analysis. 

1.1. Objectives 

The major aim of this paper is to explore systematically the 

IDSs that are available for protecting the IoT networks. The 

objectives are listed below. 

 To analyse the need for IDS in securing the IoT networks, 
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 To explore the different types of existing IDS for IoT, 

 To discuss the issues and challenges that direct to future 

research, 

 To provide an analytical survey of the reviewed IDSs. 

This paper is structured as follows: The section 2 discusses 

the recent IDS research in the IoT; section 3 explains the 

different types of attacks in IoT environment; section 4 

describes the types of IDSs for IoT based on the placement 

strategy and technologies implemented; section 5 summarizes 

the reviewed works as an analytical survey; section 6 points 

out some issues and challenges while implementing the IDS 

in IoT environment and finally conclusion is presented in 

section 7. 

2. LITERATURE REVIEW 

The literature related to the security challenges of IoT and the 

IDS available for detecting malicious events/and attacks are 

presented below. 

2.1. IoT and Security  

In their article, Patel and Patel [7] discussed the definition, 

characteristics, technologies, architecture, and applications of 

IoT and also highlighted research issues and challenges 

regarding security, interoperability, data management, and 

energy issues in a nutshell. According to their survey, security 

and privacy issues are the most challenging tasks in the IoT. 

Among all the security issues, secure data communication and 

the quality of shared data are the predominant issues to be 

considered for research. 

Adat and Gupta [8] conducted a thorough examination of the 

evolution of the Internet of Things, related works, IoT 

statistics, IoT architecture, and security concerns. The authors 

provided a set of layer-wise security challenges and security 

requirements for the IoT architecture. They also presented a 

classification of security issues and existing defence 

mechanisms for the IoT environment. As per the paper, 

network security issues and attacks cause more damage to the 

IoT eco-system. 

Tewari, and Gupta [9] provided an overview of the security 

challenges associated with the IoT layered architecture. The 

security issues in traditional networks and IoT networks are 

compared and discussed. Heterogeneous integration of cross 

layers and their associated challenges are also analysed in this 

paper, and some future directions are highlighted. Though the 

aim of the paper is to present the security and privacy issues 

of the IoT, they have not been given much focus in this paper. 

Sahay et al. [10] suggested an Attack Graph for identifying 

the susceptibilities of the rank of nodes. By mistreating these 

vulnerabilities, an intruder could invoke several attacks, 

compromising network traffic, optimizing and isolating the 

network, and consuming more resources. The impact of the 

attacks was claimed only by using some qualitative measures. 

The results are not quantified. 

Based on the IoT architecture and layers, Deogirikar and 

Vidhate [11] classified all possible attacks related to IoT into 

physical layer-related attacks, network layer-related attacks, 

software-related attacks, and encryption-related attacks. A 

comparative analysis was also performed based on the 

harmful effects of the attacks, possibilities for detection, 

vulnerability, and location of the attacks. The layer-wise 

attacks and advantages and disadvantages of the attack 

detection techniques were also discussed elaborately. Security 

solutions are not considered in this paper. 

Sfar et al. [12] offered an overview of the IoT security 

roadmap based on a systematic and cognitive approach. A 

case study is also given to explain this approach. Various 

research challenges are also classified based on access 

control, privacy, trust, and identification. The classified 

elements were not explained in this paper. 

2.2. IDS for Internet of Things 

Hemdan and Manjaiah [13] described how IoT and IDS are 

useful in cybercrime investigation, as well as how to use IDS 

data to analyse criminal behaviour and make decisions based 

on the findings. Here, the authors have explained only their 

theoretical views and ideas. 

Fu et al. [14] proposed an innovative idea for IDS using 

Automata. The evaluation of this IDS was performed on a 

Raspberry Pi device with the help of an Android mobile 

phone. This IDS successfully detected the jam-attack, false-

attack, and replay-attack. This Intrusion Detection System 

detected only these three types of attacks. Some problems 

may also arise while running the system out of resources. 

Raza et al. [15] offered Hybrid-IDS suitable for the IoT 

environment to detect real-time sinkhole and selective 

forward attacks. It was named ‘SVELTE’. The authors 

attempted to improve performance in this study by balancing 

the costs associated with signature and anomaly-based IDS. In 

SVELTE, the border router processes intensive IDS modules 

by analysing the network data. The IoT devices are 

accountable for transmitting the data to the border router and 

alerting the router about the abnormal data they 

receive. Periodic updating of the database is required in order 

to make the IDS relevant to the current attack patterns.  

The above work was extended by Shreenivas et al. [16] by 

including an IDS module that uses a metric called Expected 

Transmission Count (ETX) of RPL networks. They suggested 

the intruders’ activities in the 6LoWPAN network can be 

prevented and the location of the attacker nodes can be 

identified by monitoring the ETX metric. The true-positive 

rate is increased in their work by combining the ETX based 
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rank mechanism with the rank-only approaches. Since there is 

an additional ETX module in this work, it requires more 

storage and computational overhead. 

Mbarek et al. [17)] presented an Enhanced Network IDS 

protocol for the Internet of Things (ENIDS) to detect the 

clone attack. This protocol was evaluated with the 

performance of SVELTE and outperformed in terms of 

detection probability and energy consumption. This ENIDS is 

limited to clone attacks, and in the normal scenario it 

consumes more energy. 

Ioulianou et al. [18] offered a Hybrid IDS using signature-

based concepts for IoT architecture. Using the Version 

Number modification and ‘hello-flood’ attacks, a Denial of 

Service (DoS) attack was launched. The impact of the attacks 

was analyzed in terms of battery-power usage and reachability 

of nodes. The Intrusion Detection functionalities are not taken 

into account in this research work. 

All possible attacks in the IoT environment are either passive 

or active. Passive attacks simply monitor the system activities 

and data traffic and eavesdrop to recover information. They 

are less dangerous and cause less damage to IoT devices and 

networks. Active attacks are dissimilar to passive attacks, and 

these attacks cause damage to the IoT infrastructure directly 

[19]. These attacks can circumvent smart devices and the IoT 

ecosystem, resulting in the loss of valuable data. 

Using the IoT reference model, Abdul-Ghani et al. [20] 

conducted a thorough investigation on IoT attacks. Physical, 

protocol, data, and software attacks against IoT networks 

were characterised by the researchers. A detailed description 

of all conceivable attacks in these areas is provided. This 

article does not go through the security solutions. A summary 

of current research on security threats on IoT networks was 

provided by Lu and Xu [21]. Based on IoT devices, device 

location, access level, data damage degree, node capacity, and 

protocol, they created a taxonomy of cyber security attacks on 

IoT networks. They also eloborated the four-layer security 

architecture for IoT. The attacks on each layer, and the 

security solutions however, are not described in depth. 

Ramakrishna et al. [22] conducted an analytical assessment on 

various forms of IoT threats and their security solutions. 

Physical, side-channel, cryptanalysis, software-based, and 

network-based attacks were all identified as IoT security 

attacks in this study.This paper only looked at a few attacks  

from each category, as well as available countermeasures. 

2.3. Machine Learning and Deep Learning based IDS 

For the Wireless Sensor Networks (WSN) nodes with low 

resources, Qu et al. [23] proposed a lightweight, fuzzy 

clustering-based Intrusion Detection System. The sensor data 

collected at the base stations were used to map the network 

state. To build this system, the authors combined the sliding 

window technique with fuzzy c-means and one-class SVM. 

This system was capable of quickly detecting the assaults. 

The EXata Network Simulator was used to test the system's 

efficacy. Although it is capable of identifying and detecting 
communication-destructive assaults, it might be enhanced in 

terms of recognising multiple attacks.  

In a comparative study, Biswas [24] explained various feature 

selection techniques and machine learning classifiers for 

developing IDS. The classifiers used in this research are 

Decision Tree (DT), K-Nearest Neighbor (KNN), Support 

Vector Machine (SVM), Naive Bayes (NB), and Neural 

Networks (NN). The Correlation-based Feature Selection 

method (CFS), Information Gain Ratio (IGR), Minimum 

Redundancy Maximum Relevance method, and Principal 

Component Analysis (PCA) feature selection techniques were 

evaluated. The NSL-KDD dataset with 10,000 tuples with 40 

attributes was used for this analysis. According to this study, 

K-NN (K-Nearest Neighbor) and information gain ratio-based 

feature selection (GIR) provided a better result. The NSL-

KDD is one of the very old datasets for intrusion detection, so 

it is not suitable for IoT. 

Using the AdaBoost ensemble approach, Moustafa et al. [25] 

created an IDS for detecting intrusions in IoT networks. To 

improve performance, ensemble models are created by 

integrating numerous classifiers. Three classifiers, namely 

Artificial Neural Network (ANN), Naive Bayes (NB), and 

Decision Tree (DT), are merged in an ensemble technique to 

produce this model.The botnet was mostly identified using 

this strategy against application layer protocols. It's also 

confined to the three protocols, and should be extended to 

include features from more IoT protocols.  

Jan et al. [26] proposed a lightweight IDS based on an SVM 

classifier to detect attempts to inject unnecessary data into IoT 

networks. The packet arrival rate’s Poisson distribution was 

used to differentiate the packets as benign or intrusive. A 

subset of the CICID2017 dataset was selected, obtaining a 

synchronized beget dataset from that subset, which was 

further utilized in this research. The packet arrival rate is the 

only attribute considered in this experiment. It supports the 

lightweight aspect of IDS, but only a single attribute from a 

huge dataset will not detect all possible attacks. 

Eskandari et al. [27] suggested an anomaly-based IDS termed 

Passban IDS for detecting intrusions at the edge level based 

on security attacks. Real-time network traffic was gathered to 

detect the attacks, and the iForest ensemble technique was 

used in this methodology. This Passban IDS detected the port 

scanning, brute force attacks, and SYN flooding attacks. The 

attacks during the training phase were not considered in this 

research. The SYN Flood attacks in this work will consume 

more resources and will reduce the detection accuracy of the 

Passban IDS. 
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Alkadi et al. [28] recommended distributed IDS using Deep 

Blockchain technology and Bidirectional Long Short-Term 

Memory (BiLSTM). This system detected the DoS, DDoS, 

port scanning, and other attacks in UNSW-NB15 and BoT-

IoT datasets effectively. It is suitable for IoT and cloud 

architecture. For real-world implementation, it requires 

further fine-tuning. The UNSW-NB15 dataset used in this 

research was not specific to IoT. 

Cheema et al. [29] introduced a Blockchain based IDS for IoT 

using Machine Learning Algorithms. The IoT network is 

divided into number of Autonomous Systems (AS). The 

selected AS nodes are responsible for traffic monitoring in a 

distributed manner. The SVM algorithm is applied for 

training the dataset. This system detects the Botnets and 

routing attacks. Since the Blockchain module handles all 

attackers’ associated details, it increases the computational 

complexity for each transaction. The lightweight features 

should be addressed before incorporating it into IoT networks. 

Parra et al. [30] suggested a distributed attack detection 

technique for the IoT using Deep Learning algorithms using a 

cloud-based approach. It comprises two security mechanisms, 

such as a Distributed Convolutional Neural Network (DCNN) 

and a cloud-based temporal Long-Short Term Memory 

(LSTM) model. The proposed mechanism detects phishing 

attacks, DDoS attacks, and botnets. This method can detect 

the attack at both the node and the cloud level. The network 

layer-related attacks are not considered in this research. 

Alsoufi et al. [31] investigated anomaly-based IDSs for the 

IoT using deep learning approaches. Different databases and 

journals having deep learning-based IDS were identified in 

this study. The algorithms used for anomaly-based IDS, such 

as supervised, unsupervised, and semi-supervised algorithms, 

were reviewed. Although the authors aimed to review 

anomaly attacks in the IoT, most of the datasets taken for the 

study are not specific to the Internet of Things. 

Kumar et al. [32] offered an ensemble distributed IDS model 

to safeguard the IoT network from different types of security 

attacks. The Gaussian Naïve Bayes, KNN, Random Forest, 

and XGBoost algorithms were applied to develop the 

ensemble model. The UNSW-NB15 and DS2OS were the 

datasets used in this research to examine the IDS's 

performance. The model is built for detecting attacks in IoT 

environments. But in the experimented datasets, DS2OS is the 

only dataset specific to the IoT. Though there is much 

ongoing research and development in the security of IoT by 

implementing Intrusion Detection Systems, it is still needed to 

enhance the security level further by using innovative tools 

and techniques. 

3. SECURITY ATTACKS IN IOT 

The security related threats and vulnerabilities rise robustly as 

the connected devices in IoT increase. The IoT nodes create 

dynamic topology and the nodes perform their tasks without 

human intervention, so that, handling the security issues in 

IoT becomes more complex. The privacy and security 

challenges of IoT become more troublesome with the limited 

resources. Moreover, the enormous growth and adoption of 

IoT devices in all aspects of human life indicate the necessity 

of considering these security threats before the 

implementation of the countermeasures. The security market 

from 2019 to 2025 is given in Figure 3. 

 

Figure 3 IoT Security Market (2019-2025) (Source: IoTAnalyticsResearch 2020) 
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According to IoT Analytics Research 2020, the IoT security 

market size was $2,750 million in 2019, and it is estimated to 

be the same as $20,771 million in 2025. The increase in the 

compound annual growth rate (CAGR) is 40% from the year 

2019 to 2025. This emphasises the rapid growth of security 

challenges in IoT and the importance of securing the devices 

against various attacks. Intrusions or attacks on any network 

can be caused in three ways: 

 Attacks are targeted by external attackers after gaining 

access to any network, and then the systems explore 

various malicious activities against the network. 

 Internal attackers who have been granted a certain level of 

privilege but attempt to launch attacks using additional 

unauthorised access. 

 Authorized internal attackers misuse the privileges given 

to them. 

3.1. External Attacks 

External attacks are initiated from outside of the networks. By 

acting as insiders, the external attackers inject malicious code 

during data communication. The attackers access the smart 

devices of the IoT devices remotely and attempt various types 

of attacks against the IoT networks. 

3.2. Internal Attacks 

Internal attacks are initiated by the authorized people of the 

IoT network. They misuse their given privileges as well as 

pretend that they have other privileges which they may not be 

granted. In this attack, the attacker tries to inject and run 

abnormal codes on the nodes without the user's awareness in 

this attack. IDSs protect the IoT network and devices in real-

time from external and internal security threats and attacks 

[33]. 

4. TYPES OF IDS FOR IOT 

Intrusion Detection Systems are used to discover intrusions, 

attacks, and malicious activities in the IoT environment. IDSs 

are networking security components that are widely used to 

protect network environments from attacks and malicious 

activities. They normally monitor the behaviour of the 

individual device or the network. Intrusion Detection Systems 

for the Internet of Things are classified into two categories:  

 IDS types based on their positions  

 IDS types based on their techniques  

The classifications of IDS used in this review are illustrated 

using Figure 4.  

The first category is based on where the Intrusion Detection 

System is located in the IoT network. The second category of 

classification is based on the techniques used for 

implementing the IDS. Each type is explained in detail. 

 

 

Figure 4 Types of IDS for IoT 
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4.1. IDS Types Based on its Position in the Network 

There are several types of IDSs, each of which is classified 

differently. The IDS can be installed on the border router, 

selected nodes, or every node in the IoT network in the IoT 

ecosystem. Intrusion detection systems are classified into 

three types based on this deployment strategy: distributed 

IDS, centralized IDS, and hybrid IDS. 

4.1.1. Distributed IDS (Host-based IDS) 

Each node in the IoT network is responsible for monitoring 

and detecting the attacks in this distributed deployment 

method. As a result, the intrusion detection system is installed 

on nearly all nodes in the network. The attacks are detected in 

a distributed manner by the IDSs [34]. The resource-

constrained properties of the IoT should be examined and 

optimised since the intrusion detection system is installed on 

each node. To deal with this problem, a variety of approaches 

have been devised. 

Oh et al. [35] devised a lightweight approach for identifying 

assaults by comparing packet payloads and attack patterns. 

Auxiliary shifting and early decision, according to the 

authors, are required to minimize the number of matches 

required to identify attacks. This attack detection system skips 

a large volume of data that are not relevant for detecting the 

attacks.  

The authors claim it is a lightweight system since it reduces 

the memory requirements and computational costs. 

Sometimes, the reduction of memory for pattern matching 

also degrades the detection accuracy of the system. 

Lee et al. [36] suggested a lightweight distributed IDS for 

detecting Denial of Service (DoS) attacks in 6LowPAN 

networks. In this approach, the malicious node is identified 

using the battery power consumption of an IoT device. The 

authors considered only a single node as the parameter in their 

research work.  

In distributed IDS settings, some nodes also have an 

additional responsibility to monitor their neighbours and such 

nodes are called watchdogs.  

Mehmood et al. [37] developed a multi-agent IDS using 

Naïve Bayesian algorithm for detecting the probable 

distributed Denial of Service (DDoS) attacks in IoT layered 

architecture. In this work, the multi-agents along with Naïve 

Bayesian algorithm were implemented in selected IoT devices 

throughout the network. The agents were classified as system 

monitoring, communicating, collector, and actuator agents. 

The distributed multi-agents in this approach share the 

responsibility of intrusion detection and reduce the workload 

of the individual nodes. The agent nodes could communicate 

with other agents too, whenever required. The authors used 

sensors to gather the information, and the collected 

information was analyzed to check whether there were any 

attacks on the network. Malicious nodes and their activities 

were monitored and reported to the administrator or to the IoT 

objects. The authors did not consider low-capacity systems in 

their approach. Though the authors claim that it is suitable for 

IoT, it is only relevant for Wireless Sensor Networks (WSN) 

and Mobile Ad-hoc Networks (MANET) as they implemented 

these networks only in the NS2 Simulator and gave the 

simulated results. 

Cervantes et al. [38] proposed a distributed solution named 

"Intrusion Detection of Sinkhole Assaults on 6LoWPAN for 

InterneT of Things (INTI)" that monitors, detects, and 

mitigates the attacks by merging the concepts of trust and 

status with watchdogs. Different types of nodes, such as 

associated, leader, and member nodes, were used to create a 

hierarchical structure. A change in the network, such as 

network reconfiguration or the occurrence of an attack, might 

cause the node to change its role. After then, each node keeps 

track of a superior node's incoming and departing traffic. 

When a node detects an attack, it notifies the other nodes, and 

the attacker node is isolated. The effectiveness of the tool in 

low capacity nodes is not deliberated by the authors. Since the 

distributed IDSs have a hierarchy among themselves, this type 

of IDS can be termed as Hierarchical Intrusion Detection 

System. 

By deploying the open-source Snort tool on the Raspberry Pi 

device, Sforzin and Conti [39] developed a distributed IDS 

termed RpiDS. The Raspberry Pi is considered the core 

commodity for this system. It was implemented in a smart 

home. The performance of the Raspberry Pi is evaluated as a 

host of the snort tool. Though this RpiDS is capable of 

hosting Snort, due to its constrained nature, it is very hard to 

monitor and manage the attacks in a large-scale 

implementation. 

4.1.2. Centralized IDS (Network IDS) 

In this strategy, intrusion detection systems are installed on a 

centralized router or a dedicated server. Because of the 

centralized edge node, i.e., border router, which connects the 

IoT network to the Internet, implementing centralized IDS in 

IoT is very simple. Because data packets from the outside 

enter the IoT environment through the border router, external 

attackers may be quickly recognised by the centralised IDS. 

Hence, when the intrusion detection system is deployed in the 

border router, it can easily monitor, analyze, and drop the 

malicious data packets when it detects any attacks. Contrarily, 

internal attack detection is difficult in this approach since it 

necessitates thorough monitoring and analysis of all internal 

nodes connected to the border router. 

Midi et al. [40] developed a centralized Intrusion Detection 

System for an IoT environment called “Knowledge-driven 

Adaptable Lightweight Intrusion Detection System (KALIS)”. 
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It can be deployed as a standalone tool on any specialized 

external device or in a centralised installation setting like a 

router. KALIS acquires knowledge about the characteristics 

of network entities on its own and uses it to dynamically 

create a set of detection algorithms. In compared to standard 

intrusion detection systems, KALIS excelled in identifying 

DoS, routing, and conventional attacks, according to the 

authors. This system is not tied to any particular protocol or 

architecture. Though the KALIS system outperforms 

traditional IDS in terms of performance, it requires more 

memory to deploy than the traditional IDS. 

Wani and Revathi [41] recommended an innovative IDS using 

Software Defined Networking (SDN). It is programmable, so 

it makes the network flexible. Here, a centralized controller is 

moved to develop a global control system. The authors 

implemented their work in Mininet2.0. They achieved 99% 

accuracy in their result. In this research, the authors 

considered only the flooding attack. The NSL-KDD dataset is 

used in this research, which is a very old dataset and it is not 

specific to Internet of Things related attacks. The experiment 

and methodology are not explained in detail. 

4.1.3. Hybrid IDS 

By analysing the pros and cons of the centralized and 

distributed placement strategies, the hybrid placement strategy 

is developed. In this hybrid IDS, the strengths of both 

strategies are included and the drawbacks are excluded.  

Using the hybrid strategy, Amaral et al. [42] proposed a 

hybrid intrusion detection system. In this work, selected nodes 

act as watchdogs (Distributed IDS) to detect intrusions caused 

by eavesdropping on their neighbours. According to the 

defined security rules, the watchdogs determine whether there 

is any attack on the network. Each watchdog has a different 

rule-set based on the behaviour of the components in the 

network. According to the security rule-sets in the centralized 

IDS, the patterns are identified from the monitored messages. 

Thus, a hybrid approach is used in this work. The flexibility 

of using a different set of rules is the main advantage of this 

system. The rule-set has to be updated very often in order to 

make the system up-to-date for new attacks. Dynamic attack 

detection is not possible in this IDS as it has some predefined 

set of rules.. 

Thanigaivelan et al. [43] developed a hybrid attack detection 

system for internal anomalous activities. It was used to 

monitor and evaluate their neighbors within a one-hop 

distance and to report them to their parents only when it 

detected an anomaly. When an intrusion is detected, the 

monitoring node is isolated, and data packets are discarded in 

the link layer to avoid unnecessary network overhead. The 

system also included a fingerprinting function that allowed 

the border router to detect network changes and locate the 

source of the threats. The router and other nodes were given 

different tasks and they were coordinated. This system is 

capable of detecting and banning flooding attacks, selective 

forwarding attacks, and clone attacks. This system is quite 

complex to handle, and it mainly focuses on limited types of 

attacks only. 

4.2. IDS Types Based on its Techniques 

There are many algorithms for detecting intrusions and 

improving the performance of the IDS. These algorithms and 

techniques can be applied in various stages of intrusion 

detection. Based on the techniques and methods implemented 

along with it, the IDSs are grouped into four types: signature-

based, anomaly-based, specification-based, and hybrid IDSs. 

4.2.1. Signature-Based IDS 

This kind of intrusion detection system is also termed as a 

"Misuse-based IDS". All possible known attack patterns are 

stored in the IDS database. These IDSs analyse the generated 

information and find out whether there is any match with the 

known attack. This type of IDS is very effective against 

known attacks. It needs a periodic update because the 

efficiency of this system depends on attack signatures 

available in the database [44]. Although it gives a higher true-

positive rate, it is incapable of detecting new patterns of 

attacks. 

Kumar et al. [45] proposed a unified IDS (UIDS) for 

detecting DoS attacks, probe attacks, generic attacks, and 

exploit attacks. The decision tree algorithm is applied to the 

UNSW-NB15 dataset. Various forms of rule sets are defined 

in order to develop the system. This signature-based IDS 

detects the attacks more effectively than the existing research 

work. It needs further refinement to detect new attacks. The 

dataset used in this research is not specific to IoT. It is 

difficult to detect unknown attacks using this approach.  

4.2.2. Anomaly-Based IDS 

This kind of IDS can classify the behavior of the system as 

abnormal or anomalous. This categorization is based on rules 

or heuristics rather than patterns or signatures. First, the IDS 

should be trained to understand the normal behavior of the 

system. If there is any activity that violates the normal 

behavior, then the IDS can identify it as an attack. This type 

of IDS detects unknown attacks effectively. However, it 

considers everything an intrusion, which means it is deviating 

from the normal behavior. Therefore, anomaly-based 

intrusion detection systems normally have higher false-

positive rates than other types of IDSs [46]. In general, to 

train the normal behavior of the systems, machine learning 

algorithms can be used. But implementing machine learning 

for the resource-constrained IoT nodes is a challenging 

research issue. The lightweight aspects should be considered 

in such cases. 
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Ulla and Mahmoud [47] proposed an anomaly detection 

system for IoT networks using deep learning. The 

Convolutional Neural Network algorithm was the backbone 

of this research. The proposed IDS model was evaluated using 

IoT-related IDS datasets such as BoT-IoT, IoT-DS-2, IoT-23, 

and MQTT-IoT-IDS2020. This multiclass model detects 

various attacks like DoS, DDoS, flooding attacks, OS Scan, 

Port Scan, Mirai, etc. efficiently in terms of accuracy and 

other metrics. Multiple IDS datasets were combined in this 

research for the purpose of developing the model. The deep 

learning approach and the multiple data sources require more 

training time and computational costs. 

4.2.3. Specification-Based IDS 

This kind of intrusion detection system is also called "Rule-

based IDS". These IDSs contain a rule-set and some 

thresholds associated with the rule-set. These rules are defined 

by the experts regarding the normal and abnormal activities of 

the nodes and protocols in the networks. Like anomaly-based 

IDS, these IDSs also detect attacks whenever there is a 

deviation from the specified thresholds and rules. In 

specification-based IDS, the rules and thresholds are set by 

the human experts, but in anomaly-based IDS, the system 

should be trained. This is the difference between these two 

types of IDSs. Since there is human involvement in these 

IDSs, they have a lower false-positive rate compared to the 

anomaly-based IDSs [48]. The specification-based IDSs are 

not flexible and error-prone due to the manually defined 

specifications. Periodic upgrading of the rules and thresholds 

is essential to make the system relevant for current needs. 

Astillo et al. [49] recommended a specification-based system 

to detect the malicious acts of an implanted Artificial 

Pancreas System (APS) which maintains the blood glucose 

level of the human body. In this research, the security 

challenges and associated risks related to patients’ health and 

safety were studied. The behavior-rules of the APS were 

defined. The UVa/Padova simulator was used to emulate the 

functionalities of APS. SVM and kNN are the classifiers used 

in this research to validate the proposed model. The 

recommended system monitors the components of the APS 

continuously, and abnormal glucose levels are identified with 

better accuracy. Since it is related to human life, better 

refinements should be required. The behavior-rules of the 

APS have to be updated in order to include new symptoms 

that lead to abnormalities in blood glucose levels. 

4.2.4. Hybrid IDS 

Hybrid IDSs are developed by combining one or more of the 

aforementioned types of IDSs. These IDSs are established to 

optimize the performance by minimizing the drawbacks and 

maximizing the advantages of these IDSs. By merging the 

merits of such IDSs, the detection accuracy and the 

performance of the hybrid IDS are enhanced. 

By using the Map Reduce approach and the unsupervised 

Optimum-Path Forest (OPF) algorithm, Bostani et al. [50] 

developed a hybrid IDS with anomaly and specification- IDS. 

Based on their experimental results, the authors defend that 

their IDS performed well by reducing false-positives and 

increasing true-positives. This hybrid system is suitable for 

detecting sinkhole and selective forwarding attacks in IoT 

networks. This system has its own limitations in unsupervised 

learning and the Map-Reduce approach. The raw data packets 

from the simulated Wireless Sensor Networks (WSN) are 

used in this research. Hence, the dataset used in this research 

is not specific to the Internet of Things. 

5. ANALYTICAL SURVEY OF IDS FOR IOT 

The Table 1 shows the summary of the reviewed literature. 

Here, IDS research work, the type of IDS it belongs to, 

techniques used in the IDS, advantages, and the research gaps 

of these IDSs are briefly given. 

Research IDS Type Techniques/Tools Attack Detection Required Refinements 

Fu et al. [14] Centralized Automata jam-attack false-

attack replay-attack 

State-space problem  

Raza et al. [15] Hybrid SVELTE Sink-hole attacks Additional Control 

overhead due to 6Mapper 

module  

Shreenivas et al. [16] Hybrid Extension to SVELTE 

using ETX metric, the 

geographical detection 

algorithm 

ETX and Rank attack  Maximum 8 nodes only 

used. 

Mbarek et al. [17] Centralized ENIDS protocol Clone attacks Consumes more energy  

in normal scenario 

Ioulianou et al. [18] Hybrid Cooja Simulator, DoS IDS functionalities are 
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Pattern Matching 

Algorithm 

not considered 

Qu et al. [23] Hybrid Sliding window 

Protocol, One-Class 

SVM, Fuzzy C-Means  

Anomalous events 

and routing attacks 

Refinements required for 

diversity of attacks 

Moustafa et al. [25] Centralized AdaBoost ensemble 

method 

 

Botnet attacks Limited to three IoT 

application layer 

protocols 

Jan et al. [26] Centralized SVM classifier DDoS attacks Single attribute only used 

Eskandari et al. [27] Centralized Passban IDS, iForest Port Scanning, Brute 

force, flooding attack 

Not considered the 

attacks in the training 

phase, flooding attack 

reduces the detection rate 

Alkadi et al. [28] Distributed  Blockchain, 

Bidirectional Long 

Short-Term Memory 

(BiLSTM)  

DoS, DDoS, Port 

Scanning, OS Scan 

etc. 

Need further refinement 

for real-time 

implementation 

Cheema et al. [29] Distributed Blockchain, Spectral 

Partitioning 

Routing attacks and 

Botnet 

Real-world conditions 

should be addressed 

Parra et al.[30] Distributed Deep Learning  Phishing, DDoS,  

Botnet 

More training time 

Kumar et al. [32] Distributed Ensemble  Backdoor, 

Reconnaissance, DoS  

Real-time deployment 

requires lightweight 

mechanisms for IoT 

nodes 

Oh et al. [35] Distributed auxiliary shifting,  

early decision 

Conventional attacks 

using signatures 

Single device only 

Lee et al. [36] Distributed Energy consumption 

models 

Routing attacks, DoS Single device only 

Mehmood et al. [37] Distributed Naïve Bayes 

Algorithm, Multi-agent 

DDoS Attack Low capacity systems are 

not considered 

Cervantes et al. [38] Hierarchical -

Distributed 

INTI Sinkhole attacks Low capacity systems are 

not considered 

Sforzin and Conti [39] Distributed Snort tool Conventional Attacks Single Node is 

considered 

Midi et al. [40] Centralized KALIS DoS, Routing attacks  Complex functionalities 

Wani and Revathi [41] Centralized Software-Defined 

Networking (SDN) 

Flooding attacks Only flooding attack is 

considered 

Amaral et al. [42] Hybrid Watchdogs Routing attacks based 

on a different set of 

rules 

Requires optimization in 

enforcing and storing 

new security rules 

https://www.hindawi.com/59892406/
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Thanigaivelan et al. [43] Anomaly-

based, Hybrid 

Network fingerprinting Clone, Flooding, 

selective forward 

Complex to handle 

Kumar et al, [45]  Centralized 

Specification-

based IDS  

Decision Tree Exploit, DoS, Probe, 

Generic 

Requires refinement for 

detecting new attacks. 

Ulla and Mahmoud [47] Anomaly-

based 

Convolutional Neural 

Networks 

Dos, DDoS, Mirai, 

Flooding, Port Scan  

Training takes more time 

Astillo et al. [49] Centralized 

Specification-

based 

UVa/Padova simulator, 

SVM, KNN 

Abnormal blood 

glucose level 

Human life related. 

Periodic update required 

Bostani et al. [50] Hybrid Optimum-Path Forest 

(OPF), Map Reduce 

Algorithm 

Sinkhole, wormhole, 

selective forward 

attack 

Simultaneous different 

types of attacks reduce 

the performance 

Table 1 Intrusion Detection Systems for IoT 

According to this review, when machine learning algorithms 

are deployed, the performance and efficiency of the intrusion 

detection systems will be better and the hybrid IDS will 

provide better accuracy, which reduces false positives and 

improves the true positives. 

6. RESEARCH DIRECTIONS BASED ON THE REVIEW 

The IoT has evolved from the traditional network architecture. 

Hence, it also incorporates all the vulnerabilities and threats 

associated with traditional networks. As IoT is connected to 

the global network, all the security issues that lie on the 

Internet also propagate to the IoT environment. The following 

are the reasons for various security-related issues in the IoT 

environment: 

 The devices in IoT networks are resource-constrained; 

they have less memory, processing power, and limited 

energy. 

 Voluminous IoT devices from heterogeneous sources are 

linked to the Internet, which tends to make the IoT more 

vulnerable. 

 IoT devices use different technologies and platforms. 

Hence, providing interoperability among such devices is a 

challenging issue. 

These issues make the IoT vulnerable and cause serious 

damage like data breaches and tampering of IoT nodes. If the 

nodes are compromised, then the security risk will rise to a 

higher level.  Cryptography is one of the technologies used to 

secure data. Here, secure keys are the core elements. But, 

when the attacker compromises the internal nodes to get the 

security keys, preventing the network from attacks is not 

possible. In such a scenario, IDSs are a boon for providing 

security to the IoT networks. Therefore, it is essential to have 

an intrusion detection system to monitor the IoT network and 

detect the attacker and compromised IoT devices. 

IDSs have been used in traditional network and information 

systems for more than two decades. The usage of IDS and its 

implementation in IoT compared to traditional networks is 

still in the initial stage. Moreover, current IDS solutions for 

the IoT are not sufficient. The research gaps for deploying 

intrusion detection systems in IoT networks are given below: 

 The intrusion detection systems used in traditional 

networks are heavyweights, which mean they will not be 

suitable for resource-constrained IoT networks. The 

lightweight aspects in terms of processing, memory, and 

battery power consumption should be considered for 

developing IDS for the IoT. 

 In traditional network, once the connection is established, 

there will be an end-to-end data transmission. But in the 

IoT network, the data packets traverse multi-hops from the 

sender to the receiver. Hence it is more vulnerable. The 

connectivity and link stability issues of the IoT network 

should be kept in mind when designing IDS for IoT. 

 The IoT uses advanced protocols and technology that have 

their own vulnerabilities in the networks. So, the IDS 

developed for traditional networks are not applicable in the 

IoT environment. 

 The sensors generate voluminous data. The security 

aspects of such data and managing such voluminous data 

also lead to research challenges. 

The above facts summarize the issues and challenges of 

implementing IDS while deploying them in IoT networks. 

7. CONCLUSION 

One of the most important security tools deployed in 

traditional networks is the IDS. While implementing the IDS 

in an IoT environment, the characteristics of the IoT should be 

considered. The deployment of IDS in the IoT has a lot of 
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emerging scope and challenges for research. In this paper, the 

security issues in the IoT, the need for IDS in the IoT, and the 

different types of IDS for the IoT are reviewed. An analytical 

survey based on the review is also given. The analysis clearly 

shows that they did not reach a consensus, implying that 

additional research and development for IDS in IoT networks 

is still required. The intrusion detection systems also 

necessitate periodic refinement to keep the systems suitable 

for current needs. Hence, it provides a wider scope for IoT 

security researchers. 
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