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Abstract — The healthcare sector has been completely
transformed using the internet of technology (1oT) for patient
monitoring, diagnosis, and treatment. The Data aggregation
(DA) plays a crucial role in achieving both energy efficiency and
data security goals in loT based healthcare systems. The
sensitive nature of health data, coupled with the
interconnectedness of 10T devices raises significant data
sensitivity and privacy concerns. The primary intention of this
review is a thorough analysis of several protocols for data
aggregation that have been developed to deal with problems such
as energy consumption and data security in 10T networks. Since
the invention of blockchain technology, many studies have
investigated its potential application in the loT to resolve
security issues. Many systems aim to improve network lifetime
by scheduling duty cycles; however, they struggle to manage
redundant data and have deprived throughput. Cluster-based
data aggregation algorithms remove redundancy and conserve
energy. This overview highlights interesting future research
topics in the areas of energy efficiency in 10Ts, security and
privacy of user data maintenance problems, and integration of
machine learning and blockchain algorithms.

Index Terms — Internet of Health Things (IoHT), Secured Data
Aggregation, Energy Efficiency, Blockchain Technology,
Network Lifetime, Throughput.

1. INTRODUCTION

Recent advancements in wireless communications and the
shift from 4G to 5G technology have enabled networks to link
anything to anything. Wireless sensor networks (WSNs) have
now propelled to a far broader application platform,
manifesting as the loT [1]. The loT paradigm is rapidly being
utilized to improve people’s daily lives throughout the world.
Figure 1 depicts the various domains encompassing 0T
applications. The rapid expansion of 10T has resulted in
disruptive advances in various fields, including healthcare.
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loT technology has aided in the development of novel
healthcare applications ranging from remote patient
monitoring to wearable health devices (WHD), which provide
real-time data collection and analysis to improve patient care
and enable personalized medication [2]. These applications
capture and communicate vital health-related data via
interconnected devices such as sensors, actuators, and WHDs.
However, this expanding space of networked devices creates
substantial concerns, notably in the areas of energy efficiency
and data security [3]. 10T healthcare applications must work
within the limits of energy-constrained devices, which
frequently have low battery capacity. To guarantee the smooth
operation of these applications, it is critical to balance the
necessity for constant monitoring and data transfer with the
preservation of energy resources.

Nevertheless, the sensitive nature of health data necessitates
stringent security measures. 10T healthcare device data are
frequently very personal and sensitive, comprising patient
health records, vital signs, and other confidential information.
Maintaining patient confidence and complying with legal
frameworks such as the “Health Insurance Portability and
Accountability Act” (HIPAA) and the “General Data
Protection Regulation” (GDPR) require ensuring the
confidentiality, integrity, and availability of this data.
Considering these issues, data aggregation appears to be
strategic solution that can solve both energy efficiency and
data security concerns [4]. DA is the task of consolidating and
summarising acquired data at multiple levels to lower the
volume of raw data delivered over the network. This strategy
not only reduces the load on energy-constrained devices but
also opens the potential to improve data security. The possible
exposure of sensitive information is reduced by delivering
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summarised data, lowering the danger of unauthorised access
and breaches [5].
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Figure 1 Verticals of 10T Applications

The inspiration for this review article originates from the
necessity to thoroughly investigate solutions that use data
aggregation to establish a harmonic balance between energy
efficiency and data security in 10T healthcare applications.
This article seeks to provide a clear understanding of how
data aggregation (DA) may be exploited to optimise resource
utilisation, increase data privacy, and ultimately advance the
efficacy of 10T healthcare systems through an in-depth review
of existing methodologies, case studies, and upcoming trends.
Researchers, practitioners, and policymakers may gain
significant insights into creating and implementing more
robust and efficient 10T healthcare systems by examining the
symbiotic link between energy usage and data security in the
context of DA. This review article aims to add to the ongoing
discussion on the convergence of loT, healthcare, and data
management by developing a better awareness of the
difficulties and possibilities of these multidisciplinary areas.

1.1. Challenges in Energy Efficiency and Data Security

The expanding use of 10T technology in healthcare has
yielded significant benefits, but it has also introduced difficult
issues related to energy efficiency and data security.
Addressing these issues is critical for ensuring the safe and
reliable operation of 10T healthcare applications. This section
explores the complexities of energy preservation and data
security in the context of 10T based healthcare systems.

1.1.1. Energy Efficiency Challenges

o Limited Energy Resources: Many loT healthcare devices,
such as wearable sensors and remote monitoring systems,
are powered by batteries with limited energy capabilities.
Balancing the necessity for continuous data gathering and
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transmission with limited energy resources is an acute
issue [6].

e Communication Overhead: Frequent data transfers from
many loT devices to centralized servers or cloud platforms
result in significant communication overhead [7]. This can
result in greater energy usage and network congestion,
especially in highly placed healthcare contexts.

e Real-Time Processing: Some medical applications need
real-time data processing and quick replies [8]. Real-time
performance while optimizing energy usage is a difficult
balance that frequently necessitates advanced algorithms
and hardware optimization.

1.1.2. Data Security Challenges

e Privacy Concerns: Medical records, vital signs and
personal identifiers are examples of sensitive patient data
produced and handled through IoT healthcare (Io0HT) apps.
It is critical to protect patient privacy and prevent
unauthorised access to these data to preserve patient
confidence and comply with legislation [9].

o Data Breaches: Because 10T devices are networked, they
provide possible entry sites for attackers [10]. A single
hacked device can result in data breaches, revealing
confidential health information and putting patients at risk.

e Lack of Standardization: 10T devices are frequently
manufactured by different companies and may lack
standardized security measures. Because of this variability,
implementing consistent and comprehensive security
measures for the entire ecosystem is difficult.

e Regulatory Compliance: The Health Insurance Portability
and Accountability (HIPAA)and the General Data
Protection Regulation (GDPR) are severe standards that
apply to healthcare data [11]. These rules must be
followed by loT healthcare apps while ensuring security,
adding another degree of complexity to the security
environment.

Addressing these issues requires a multifaceted and
multidisciplinary strategy that considers both energy
efficiency and data security. To realise the full potential of
10T healthcare applications while retaining patient confidence
and data integrity, the appropriate balance between optimizing
energy usage and securing patient data is critical.

1.2. Role of Data Aggregation

In 10T healthcare applications, data aggregation (DA) appears
to be a critical method for addressing the interwoven concerns
of energy efficiency and data security. DA provides a
multidimensional approach that optimizes resource utilization
while improving privacy and security through the aggregation
and summarization of acquired data before transmission. Data
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from 10T healthcare devices are frequently redundant, with
numerous devices providing similar information. By merging
related data points into a compact form, DA reduces
redundancies [12]. This minimizes the amount of data sent,
lowering communication costs, and preserving energy
resources.

Frequent transfer of raw data from many IoT devices may
result in significant communication overhead and increased
energy usage. DA minimizes the number of data packets sent,
reducing network congestion, and preserving energy in both
sending and receiving devices [13]. The protection of patient
data is critical in healthcare applications. DA, before
transmission, reduces the granularity of the sent information.
Because aggregated data provides less insight into individual
patients’ illnesses, the danger of unauthorized access and data
breaches is reduced.

DA at the device level necessitates local processing that may
be adjusted to the device's energy capabilities. Energy-
efficient algorithms can be used to optimize the usage of
available energy resources by executing calculations closer to
the data source. DA approaches can be employed with
adaptive sampling strategies, in which sensors modify the
frequency with which they provide data based on context or
events [14]. This enables gadgets to consume less energy
during moments of low activity while still providing critical
information.

Aggregation of data aids in the scalability of IloHT
applications. The aggregated data can be easily managed as
the number of linked devices increases, thereby minimizing
the burden on the network infrastructure and adding to overall
system efficiency. Aggregated data can provide a more
comprehensive picture of health trends and anomalies.
Healthcare personnel may discover trends and abnormalities
more efficiently by analyzing summarized data, allowing for
prompt action and enhanced patient care. Data aggregation
before transmission allows for the installation of resource-
constrained  security =~ mechanisms.  Encryption and
authentication operations, for example, can be conducted on
summarized data, lowering the computational burden on
energy-constrained 10T devices.

2. LITERATURE REVIEW ON ENERGY EFFICIENCY IN
I0T HEALTHCARE APPLICATIONS

Energy efficiency is critical in healthcare, particularly in the
context of 10T devices and apps. The effective utilisation of
energy resources within healthcare systems vyields an
abundance of benefits that go beyond power saving. Energy-
efficient 10T devices in healthcare provide continuous patient
monitoring and data collection. Uninterrupted data
transmission provides healthcare workers with real-time
patient information, allowing early diagnosis of irregularities
and timely intervention. Continuous monitoring leads to more
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accurate diagnoses, personalized treatment strategies, and
better patient outcomes. Energy-efficient design and operation
make 10T healthcare equipment last longer. Devices can
function for extended periods of time before needing battery
replacements or maintenance if unwarranted energy usage is
reduced. As a result, downtime is decreased, patient
monitoring is less disrupted, and total device replacement
costs are lower.

Several strategies and approaches have been developed in the
quest for energy efficiency within 10T healthcare applications
to optimize energy usage while retaining the appropriate
degree of functionality and data quality. These methods
encompass hardware optimizations, software algorithms, and
clever data management strategies. This section provides an
overview of several known energy optimization measures in
the context of 10T based healthcare systems.

Fog and edge computing for emerging technologies is an open
system that integrates cloud and loT gadgets [15]. Cloud-
based frameworks have recently been the focus of much
research due to the limited computing resources of loT
devices and the growing demand for cloud services. Presently,
fog computing lacks the infrastructure and user base to deliver
on promises of efficiency, reliability, and security [16]. The
authors presented an “Energy-efficient Data Transmission and
Aggregation Protocol” (EDaTAP) for Periodic Sensor
Networks (PSNs) based on fog computing. The protocol
minimizes communication costs and saves energy by
removing redundant data. It has been evaluated using real
sensed data, demonstrating significant reductions in
transmitted data, energy savings, decreased data loss, and
improved detection of redundant datasets compared to other
approaches. The paper also emphasizes the importance of fog
computing in 10T and highlights the benefits of energy
efficiency in sensor networks [17]. Data reduction and
cleaning at the endpoints of 10T and the network edge offer
numerous advantages, including reduced communication
costs, diminished network traffic, lower energy consumption,
a longer lifespan for 10T sensors, and more efficient use of
scarce resources [18]. The study [19] delves into how cloud
computing and big data may collaborate on the six
characteristics of big data, how to collect, arrange, analyze,
and show data, which common frameworks are, and how to
investigate application technologies.

The authors proposed the Two-level Data Aggregation
(TLDA) protocol for Periodic Sensor Networks (PSNs) in
[20], integrating data gathering, data aggregation (DA), and
transmission mechanisms to optimize energy usage and
extend the network's lifetime. Comparative analysis against
two other approaches demonstrated the TLDA protocol's
superior effectiveness. This paper underscores the vital role of
energy efficiency in sensor devices, emphasizing data
aggregation as a critical process to reduce unnecessary data
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and extend the network's life. To alleviate the load on loT
networks, researchers in [21] recommend the Distributed
Energy-Efficient Data Reduction (DEDaR) method, using
prediction and compression to minimize data size. Efficient
data compression methods, such as ‘adaptive piecewise

approximation (SAX) and a fixed code dictionary (FCD)
based on Huffman encoding, are suggested for transmitting
data, effectively eliminating unnecessary information. Table 1
presents a comparative analysis of related works on energy-
efficient data aggregation in 10T for healthcare applications.

constant

approximation'

(APCA),

Symbolic  Aggregate

Table 1 Summary of Related Works

Reference | Contribution Remarks Performance Evaluation
Cluster-level data agaregation Potential for further refinement
[6] to conserve ener ggre%uce d and optimization to achieve | DA Accuracy: 97.3% (for 200
data volume 9. longer battery life and lower | nodes)
' energy consumption.
A two-tiered data inference | Based on the data, it appears that
[13] system designed to preserve | the inference system's accuracy DA Accuracy: 96.26%
battery life and secure | was maximised when a variation Y- 992070
personal information. rate of 1% to 2.5% was used.
Reduction of communication | Potential to reduce lost data, Ener Efficiency:  81.20¢
[17] expenses by excluding | conserve energy, and clean up gy y.. 70
? : Decreased Data Loss: 55.5%
redundant sensing data transmitted sensor data.
Multi-tier data  reduction Approach is  based on @
. . . straightforward plan to combine . ano
[18] technique using an optimum f h . DA Accuracy: 90%
set selection framework datg rom the same area and time
' period.
[20] Two Level Data Adareaation | Unnecessary data that must be o
ggreg transmitted to the sink node Energy Efficiency: 72%
Energy conservation requires that
Distributed  enerav-efficient | G2t& De compressed before being Reduces  Data  Gathered:
[21] : 9y sent to the gateway, but data | 92.48%
data reduction
quality at the gateway must also | Energy Efficiency: 95%
be guaranteed.

The table 1 provides an overview of several contributions
aimed at enhancing the performance of 10T systems through
data aggregation, reduction, and energy conservation. Notable
achievements include cluster-level data aggregation with
97.3% accuracy [6], a two-tiered inference system with
96.26% accuracy [13], communication expense reduction
with 81.2% energy efficiency [17], multi-tier data reduction
with 90% accuracy [18], and periodic sensor network data
aggregation with 87% reduced data and 72% energy
efficiency [20].

The distributed energy-efficient data reduction approach
achieved an impressive 92.48% reduction in data gathered and
95% energy efficiency [21]. These contributions offer
valuable insights and techniques to enhance IoT device
performance by conserving energy, reducing data volume, and
improving data accuracy to meet the evolving demands of loT
applications.
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3. LITERATURE REVIEW ON DATA SECURITY IN IOT
HEALTHCARE APPLICATIONS

Safeguarding sensitive information is a major concern in the
realm of loT healthcare applications. Connected medical
devices gather, store, and exchange data, including vital signs,
medical histories, and other personally identifiable
information about patients. Striking a balance between the
advantages of data-driven healthcare and the need to
safeguard patient privacy is crucial. Addressing data
sensitivity and privacy issues in 10T healthcare applications
requires multiple strategies. Essential measures include robust
security precautions, effective anonymization methods, and
adherence to open data usage regulations within the
healthcare industry. Stakeholders can collaborate to establish
a healthcare ecosystem that leverages the benefits of data
while respecting individual privacy rights. This can be
achieved by prioritizing patient permission, complying with
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legislation, and implementing secure loT device practices
[22].

The integration of 10T technology into healthcare introduces
complex regulatory and legal challenges to ensure the
protection of patient data privacy and compliance with
applicable regulations. Healthcare data management is subject
to stringent regulations in various countries, such as the
United States (HIPAA) and the European Union (GDPR).
Non-compliance with HIPAA or GDPR may result in fines,
penalties, legal proceedings, and reputational harm.
Companies found in breach of these rules could face severe
consequences that impact their daily operations and bottom
line.

The intricate and interconnected nature of IoT devices, data
transfers, and the necessity for specific patient permissions
makes achieving compliance with HIPAA and GDPR
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challenging in 10T healthcare systems. Overcoming these
obstacles requires the implementation of safeguards,
including encryption, access limits, audit trails, and
appropriate data sharing agreements [23].

As illustrated in Figure 2, IoHT follows the same three-layer
structure as loT, comprising a perception layer, a network
layer, and an application layer. The perception layer serves as
the healthcare sensing layer, housing 10T sensors such as
medical equipment and sensors physically attached to
patients. The network layer connects these sensors and
healthcare equipment, enabling the transmission of patient
health data to the cloud through WiFi or other communication
modules. This data, analyzed in the cloud, provides medical
professionals, patients, and healthcare facilities with valuable
insights, monitoring results, reports, and notifications through
various medical applications.
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Figure 2. 10T Healthcare Network Context [24]

DA techniques [25] based on homomorphic encryption are
extensively suggested to ensure the privacy of collected
information. Patients may protect their privacy by encrypting
their medical information prior uploading it to the cloud,
where it will be aggregated in an unbreakable ciphertext from
which only the aggregated results will be extracted. Advanced
secure multiparty computation (SMC) based DA methods [26,
27] are used to broaden the scope of single-party secure DA to
include data from several parties. SMC allows for several
parties to pool their health information and share it securely
by providing each with their own unique encryption key. The
parties' ability to communicate with one another is often put
to the test by the high degree of interactivity inherent in most
SMC algorithms, which necessitates continued dialogue
between them over the course of several iterations.

DA in smart grid under human-factor-attention differential
assaults can be made private by dividing the metre value into
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sub-shares concealed in the matrix structure, as illustrated in
[28]. To facilitate a broad variety of statistical aggregation
operations, the authors of [29] developed a multifunctional
DA technique with differential privacy using ML algorithms.
The study [30] detects intrusions by combining a rule-based
approach with the Random Forest model. The rules generated
from the trained Random Forest can be used to identify
several types of attacks, including Rank, DoS, and Selective
Forwarding.

A unique method of detecting network intrusions [31],
combining a multi-layer extreme learning machine (ELM)
with a deep learning model. The model collects deep features
from high-dimensional input by using several ELM-based
auto-encoders in front hidden layers for unsupervised
learning. Table 2 gives the analysis of some Secured DA
mechanisms researched in the past years.
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Table 2 Comparative Analysis of Secured Data Aggregation Methods

Reference Contribution Remarks Performance Evaluation
[23] Presents a low-overhead cryptographic | Neither device-based nor | Signing Time: 5.136ms
approach for safeguarding patient privacy | identity-management- Verification Time:
in cloud-based healthcare systems. Lacks | system-based 3.885ms
device-based or identity-management- | authentication (IDMS)
system-based authentication procedures. procedures are in place
[25] Using a homomaorphic cryptosystem based | Several techniques of | Computation delay:
on a lightweight Ilattice, presented a | controlling 10T devices, | 33.3ms
technique for aggregating power usage in | including two-factor
an encrypted way authentication,  token-
based solutions, access
control, and key
management, are not
discussed
[32] Describes a low-overhead cryptographic | Lightweight Computation delay:
approach for the 10Ts perception layer cryptographic algorithm | 129.04ms
comparison to other
device authentication
methods; key
management constraint.
[33] Methods of user authentication in the | Does not discuss the | -
application layer are discussed, along with | usage of blockchain or
examples of attacks at other levels. The | smart  contracts  in
blockchain and its potential to enhance | authenticating devices.
user authentication is another area of
emphasis
[34] Describes IDMS and how blockchain | Key management, | -
technology might pave the way for | security, and attack
identification solutions analysis are all lacking.
[35] end-to-end  security  through sensor | If a malicious node | DA Accuracy: 69%
devices and base station masquerading as a | Attack prevalence:
trustworthy node has a | 21.43%
falsified node ID, the
strategy will fail.

A range of contributions addressing cryptographic approaches
and security concerns in healthcare systems and 10T devices is
presented. Reference [23] offers a low-overhead
cryptographic method for safeguarding patient privacy,
showcasing relatively efficient signing and verification times.
However, it lacks essential device-based or identity
management system-based authentication. Reference [25]
introduces an encryption technique for power usage data,
highlighting a significant computation delay but failing to
comprehensively address 10T device security measures.
Reference [32] presents a cryptographic approach for loT
perception layers with notable computation delays and key
management constraints. Reference [33] discusses user
authentication and the potential of blockchain but does not
delve into its practical usage for device authentication.
Reference [34] examines ID management systems and
blockchain's potential but lacks robust security analysis.
Reference [35] focuses on end-to-end security for sensor
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devices, achieving a 69% data accuracy rate but suffering
from a relatively high attack prevalence of 21.43%. These
contributions highlight various cryptographic techniques but
underscore shortcomings in device authentication, security
measures, and key management, emphasizing the need for
further research in strengthening 10T and healthcare system
security.

3.1. Privacy of Patient/User Information

Ensuring the protection of individuals' private information
and preserving their anonymity when sharing data is a top
priority [36]. Standardization is crucial to guarantee the
confidentiality of e-health records throughout their collection,
storage, transfer, and utilization [37]. The transmission of
private information and open-access data in healthcare
systems that rely on edge and cloud computing poses a
significant challenge to privacy protection [38]. With the
implementation of the Fog layer, the potential of IoHT rises.
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Typically, data is gathered at the sensor layers, consolidated at
the data collection layer, and then analyzed or processed at the
Fog or cloud layer in loT-enabled healthcare systems. Further
research into privacy in three fundamental healthcare settings
is imperative [39]. The current scenario necessitates the
implementation of a privacy safeguarding system to protect
data confidentiality and ensure that unauthorized parties have
no access to critical healthcare information [40]. A study [41]
demonstrates an electromagnetic attack on a decommissioned
dog activity tracker during the Base64 encoding process,
highlighting the susceptibility of pet wearables to side-
channel attacks. In the reference [42], a secure Electronic
Health Record (EHR) system with RSA digital signatures and
strong authentication is proposed. In order to ensure the
integrity of transferred data, the suggested system
incorporates QR codes for safe prescription exchange. The
study carries out both formal and informal security studies,
showing a higher degree of security than earlier research,
which makes it a complete and effective solution for safe
healthcare information management.

3.2. Scalability and Resource Management

The term 'scalability’ refers to the capacity of a system,
network, or application to support and adapt to growing
demands. As the quantity of interconnected medical devices
and the complexity of the healthcare network increase,
scalability problems may arise [43]. Fog and cloud-based
healthcare systems face additional challenges in managing
their resources [44]. Scalability is influenced by increases in
both network bandwidth and consumer density. While
formulating well-defined algorithms to function smoothly on
small amounts of data is generally straightforward, achieving
smooth operation on an enormous scale while maintaining
reliability and efficiency is a challenging task [45]. The
acquisition of an enormous quantity of information in a brief
period of time and the security of sensitive data are all factors
in data management. In the field of smart healthcare, data
management presents its own unique set of difficulties. As an
outcome, fog computing offers a remedy by mediating
between smart sensing devices and cloud storage repositories,
where data may be managed and processed locally [46].
Heterogeneity on the loTs refers to an infrastructure that
supports numerous protocols and endpoints. Fog computing
also faces difficulties with diversity. In the current healthcare
model, a variety of sensors manufactured by various firms are
linked to the patient. And each gadget reports its own patient
information to the healthcare hub.

4. LITERATURE REVIEW ON OPTIMIZATION
PROBLEM

A scheme called Reliable Data Dissemination for the Internet
of Things Using Harris Hawks Optimization (RDDI) is
presented by authors [47]. This scheme focuses on ensuring
secure and reliable data aggregation and forwarding in loT.
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By employing a fuzzy hierarchical network model and the
Harris Hawks Optimization (HHO) algorithm for optimized
routing, the paper evaluates RDDI's performance and
compares it to three other approaches. The results demonstrate
that RDDI achieves superior reliability and performance. In a
parallel context, the authors introduce F-LEACH in [48], a
fuzzy-based data aggregation scheme designed for loT-
enabled healthcare systems. This scheme aims to maximize
the network lifetime through efficient data aggregation.
Emphasizing the importance of energy and resource
management in large-scale, battery-powered 10T networks,
the authors argue that fuzzy logic proves effective in
healthcare applications due to its ability to handle complex
and nonlinear scenarios. The proposed F-LEACH method
outperforms similar works by 5-20%, as indicated by
simulation results.

Problems with present data aggregation methods in 1oT and
similar approaches include a dearth of aggregation functions,
excessive weight, and performance bottlenecks. Furthermore,
excessive  latency,  scalability, storage, decreased
dependability, and additional energy overhead would arise
from the overload on fog node. Two strategies for safe
transmission of data via the network and reduced energy
usage during transmission have been presented by the authors
to address these problems. Clusters are formed using the
Clustered Particle Swarm Optimisation (CPSO) approach to
cut down on transmission costs and energy consumption [49].
The parameters supplied by the patient's wearable sensor
devices have been aggregated in this proposed study [50],
utilising an effective “discrete grey wolf optimisation”
(DGWO) based data aggregation approach employing
“Elliptic curve Elgamal with Message Authentication code”
(ECEMAC). Using DGWO, distant nodes will transmit
information to the cluster leader in the nearest cluster. The
amount of data transfers on the network will be lowered
thanks to the aggregation strategy. To establish an
information system that includes a large number of sensor
nodes that properly interact with one another to provide a
smart decision-making process, sensors play a crucial role in
IoT systems. These sensor nodes, however, may be used
under extreme conditions where frequent battery maintenance,
such as swapping out or charging, is impractical. This work
[51, 52] introduces a unique Particle Swarm Optimisation
(PSO)-based methodology for clusters that combines adaptive
mobility for mobile stations.

5. CASE STUDIES: APPLICATION OF BLOCKCHAIN
AND MACHINE LEARNING ALGORITHMS IN I10TS
FOR HEALTHCARE

5.1. Practical Byzantine Fault Tolerance (PBFT) Consensus
Algorithm

Data from
transferred,

loT devices may be efficiently collected,
stored, and protected wusing blockchain
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technology. But owing to the constraints on CPU resources,
memory, and energy saving requirements, developing high-
performance blockchain solutions for restricted 10T devices is
exceedingly difficult. As a result, using traditional consensus
procedures might be challenging. The authors examine the
viability of blockchain technology for resource-limited 10T
devices and investigate the possibility of developing an
efficient consensus algorithm for them. Blockchain
technology is under investigation for its potential to secure
data from limited Internet of Things (IoT) devices, with the
Practical Byzantine Fault Tolerance (PBFT) consensus

algorithm chosen for deployment on these devices. Key
distributed ledger scenarios are simulated using this algorithm
[53], and Figure 3 illustrates the overall system design. The
authors have conducted a study on the features of real,
restricted 10T devices in terms of computational power and
data throughput. Additionally, they explore common IloT
network situations that might disturb system performance.
The simulation findings indicate that blockchain technology
performs well on constrained devices, allowing us to gauge
the boundaries of the previously settled-on consensus process.

(Block Hash
L (i-1) (i-2)

Transactions

Block i | HaSh
‘\

Block I .
(i+1) Hash i

-
Transaction 1

-

-

New block

New
block

—

Transaction N

Transaction 2 J——>

\

ST

jeafeaea)

Consensus

Figure 3 Architecture of Blockchain System [53]

There are two primary methods for determining consensus
algorithm's ~ or  blockchain  architecture's  efficacy:
mathematical statistics and computational trials. The first
strategy involves studying working blockchain
implementations, such as cryptocurrency networks, which can
offer academics with useful information. Unfortunately, this
method isn't available for exploration outside of a small
subset of blockchain systems. Computational experiments are
the second method, and they call for a tailored simulation
environment to solve the problem at hand. A software
simulator or pre-made programme is available for this
purpose. The benefit of this method is that it takes into
account all of the blockchain system's properties and details
the behaviour of different consensus algorithms in system-
specific scenarios [54].

Typical situations that disturb 10T system performance were
the subject of the experimental research. These included an
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increase in the number of nodes, a node failure, and an
increase in latency. Researchers conducted studies to assess
the consensus algorithm's performance under varying latency
distributions, looking at how block size, block creation rate,
and latency all play a role. The experiment findings provide
light on whether or not PBFT can be used in 10T scenarios.
PBFT's scalability is limited by the bandwidth of the network,
the number of verification nodes, and the processing power of
those nodes. During the simulation, the load from each node
was recorded, showing that a load of 85% was achieved with
25 running nodes, and a load of 90% was achieved with 30
nodes. The load was lowered to 45% using 30 devices to
mimic restricted gadgets like electronic implants. Under these
parameters, a maximum of 70 units can be used. PBFT stands
out due to its low power usage. The simulation results
demonstrate the PBFT algorithm's viability for use in
resource-limited device systems.
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5.2. Energy-Efficient Data  Aggregation  Mechanism

(EEDAM) for 10T Secured by Blockchain

Since blockchain technology could function in a decentralized
paradigm and provide security, decentralised architecture, and
transparent systems, it is the subject of growing study. Low
throughput, low latency, and delay-like concerns are common
in existing blockchain topologies for 10T devices because of
the high processing power and storage requirements.
Organizations have moved to cloud servers as a solution to
these problems, but blockchain technology might be a better
option. To provide safe service provisioning and edge
computing  devices, blockchain-based cloud  server
architecture can rent out unused storage space to users. By
removing the possibility of fraudulent activity from the
network, blockchain technology makes edge servers a reliable
source of security for 10T gadgets. Edge computing for 10T
devices in the network's periphery improves efficiency,
throughput, and safety in cloud architecture. To improve data
aggregation processes in multi-hop wireless sensor networks,
it is suggested to employ cluster strategies, such as the low-
energy adaptive cluster hierarchy (LEACH) protocol, the
dynamic sleep scheduling mode, and a two-tier distributed
fuzzy logic-based protocol (TTDFP) [55].

Blockchain technology may be used to improve the security,
efficiency, and accuracy of wireless sensor networks. To
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overcome the shortcomings of individual 10T architectures, a
comprehensive hybrid approach that incorporates blockchain,
cloud, edge, and fog is recommended. Using smart contracts
for security and privacy services, a comprehensive blockchain
infrastructure is planned to safeguard loT networks. For 10T-
based networks, edge computing is crucial for cloud data
storage, cloud server load reduction, and real-time event
detection. Edge data allocation, transmission costs, privacy,
and security may all be determined with the use of blockchain
and a federated learning technique [56].

The proposed EEDAM method estimates power utilization for
long-distance transmissions of N-bit packets using the First
Order Radio technique. Priority is given to establishing a
regular bedtime, which is vital for both data redundancy and
linguistic variety. Sleep and scheduling techniques conserve
power by placing nodes in a hibernation state. The primary
goal is to form groups of nodes that share a lot of data using
the fuzzy matrix, and the cluster head (CH) then analyzes the
information it receives from its members. Fuzzy similarity
matrices are utilized for clustering in the proposed energy-
efficient data aggregation technique for 10T protected by
blockchain, with redundant nodes being chosen from across
all clusters. Data redundancy, network congestion, and
transmission costs may all be minimized with the help of the
sleep scheduling mechanism. The overall system architecture
of the suggested technique is depicted in Figure 4.
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Figure 4 Proposed Architecture [56]
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EEDAM is compared to other protocols in the model, such as
EEHS and ESSM. loT device feedback is also evaluated for
correctness by the edge server. Gas consumption is a unit for
transaction execution in blockchain technology, and more
resources are utilized in a blockchain setting. In-depth
experiments evaluated the suggested system's efficacy and
efficiency. The consortium blockchain's middle-tier cloud
server was modeled in this study. The energy mean and
variation performance were analyzed, with a value of 0.5
indicating better performance. The communication distance of
the CH was analyzed, showing a smaller transmission radius
for CHs near the sink. The suggested method's performance
may be evaluated without regard to the number of nodes
involved. Two hundred nodes were used in a test of data
accuracy. Data correlation is used to determine which
duplicate nodes should be removed from the proposed
scheme, and the remaining nodes are sufficient for achieving
the identical anticipated degree of data integrity. Therefore, it
is not necessary to maintain all nodes in active operation,
resulting in less energy usage and increased precision of the
collected data.

5.3. Reliable Cluster-Based Data Aggregation

Using a combination of hybrid deep learning algorithms, the
authors of [57] have proposed a dependable cluster-based
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Data Aggregation (DA) approach, as illustrated in Figure 5,
for 10T networks. The strategy aims to preserve both energy
efficiency and dependability by reducing unnecessary data
collection. Clusters are formed by clustering 10T sensors, and
efficient data transport is ensured by the authors' introduction
of a matrix and sine-cosine (MSC) algorithm. The degree of
trust for each 10T sensor is calculated using several design
metrics, and design constraints are optimized using a variant
of the sunflower optimization (ISFO) method.

Data Aggregation (DA) is managed by the entity with the
highest possible degree of trust ownership swelling.
Researchers have started to support a wide range of healthcare
sensor-related applications and scenarios due to the meteoric
ascent of technology. The Internet of Things (loT) consists of
interconnected devices equipped with sensors to monitor
environmental conditions and human health indicators.
Security in 10T devices and applications is a crucial
component in facilitating their wider adoption. Broadcast
aggregation enhances power consumption and data provision
quality during data gathering. End-to-end secure interactions
between 10T entities are only possible when blockchain is
used with 10T devices.
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Figure 5 Architecture of Cluster-based Data Aggregation [57]

The Network Simulator (NS2) was employed to validate a
potential Cluster-Based Reliable Data Aggregation (CRDA)
approach. Current conditions, such as workforce plans,
upgraded edge delicate stable political race convention
(ETSSEP), stable energy-efficient clustering convention
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(SEECP), reliability Improved-Drain (SILEACH), and
efficient multi-jump cluster-based collection (EMCA-CS),
serve as benchmarks against which simulation results are
evaluated. Energy, aggregation delay, network longevity,
throughput, overhead, and data transfer rate are compared

136



International Journal of Computer Networks and Applications (IJCNA)
Volume 11, Issue 2, March — April (2024)

DOI: 10.22247/ijcna/2024/224440

x

=\

) \‘{V ¢ S
%,gm( NN
A

REVIEW ARTICLE

between the planned CRDA design and existing schemes. As
part of the simulation setup, a sink is placed in a 1000 m x
1000 m terrain, and a total of 100 nodes and 900 randomly
placed vertices are used. Nodes engaged in sending utilize
24.92 mJ of energy for every 1 byte sent, whereas nodes
engaged in receiving use only 19.72 mJ. Increasing the
number of nodes in an Internet of Things (IoT) network does
not degrade the performance of the CRDA system, which
aggregates data from those nodes. The suggested strategy
reduces energy consumption by 64.092%, 57.24%, 47.158%,
and 30.854% compared to the state-of-the-art ETSSEP,
SEECP, SILEACH, and EMCA-CS schemes, respectively. In
comparison to the state-of-the-art ETSSEP, SEECP,
SILEACH, and EMCA-CS schemes, it reduces aggregation
latency by 31.221%, 28.212%, 24.927%, and 18.638%,
respectively.

6. CONCLUSION

The convergence of loT technology with healthcare
applications  holds  immense  potential, introducing
transformative possibilities such as real-time monitoring,
personalized medical treatment, and improved patient
outcomes. However, this amalgamation also presents complex
challenges that necessitate innovative solutions. This study
focuses on reviewing data aggregation methods in loT
healthcare applications to enhance efficiency and security.
The longevity and dependability of 10T healthcare equipment
crucially hinge on their energy efficiency. The continuous
monitoring, data transmission, and processing demanded by
these devices require meticulous management and
optimization of their limited energy resources. Achieving a
balance between meeting operational demands and conserving
energy can be accomplished through strategies such as low-
power hardware design, duty cycling, and adaptive sampling.
The collection and transmission of sensitive patient data by
0T devices raises serious concerns about data security and
privacy, which are of critical importance in healthcare.
Maintaining patient confidence and protecting private health
information requires the use of strong encryption, secure
communication protocols, and compliance with legal
frameworks like HIPAA and the General Data Protection
Regulation. Energy efficiency, data security, and data
aggregation are all interdependent in the context of loT
healthcare applications. Future developments in energy
efficiency and data security may benefit from new trends like
blockchain integration and edge computing. 10T healthcare
applications may maintain their innovative spirit while
staying true to their patient-centric roots by taking advantage
of these developments.
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