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Abstract — Internet of Things (loT) devices are used to
communicate with each other. Cloud Computing (CC) is utilized
to store and analyze the data in 10T for solving security issues.
Cloud security is vital for numerous users who are concerned
about data security in cloud. Recently, many blockchain methods
are developed in the CC environment but, the data
confidentiality and integrity were not improved with less time.
To address these problems, a new machine learning-based
blockchain technology called the Universal Estimator Regressive
Single-Block-Length Compressed Hash Blockchain
(UERSBLCHB) Method is introduced. 10T devices are employed
together patient data. The proposed UERSBLCHB Method
performed data regression analysis and secured data
communication. Patient data is examined with Universal
Estimator Regression via bivariate correlation. Safe data
broadcasts were performed with Matyas—Meyer—Oseas
Cryptographic Hash-based Blockchain method. Hash values of
every patient data are created by Matyas—Meyer—Oseas
compression. Hashed results stored into blockchain and perform
secure data communication with higher data confidentiality and
integrity and less processing time. Simulation of proposed and
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existing methods are performed in Java with MHEALTH
dataset The outcome of UERSBLCHB Method increased
confidentiality of 15%, integrity of 17%, accuracy by 20%,
reduced processing time by 49%, and space complexity by 38%,
than the traditional approaches.

Index Terms — loT, Secure Data Transmission, Universal
Estimator Regression, Bivariate Correlation, Compression
Function, Blockchain.

1. INTRODUCTION

10T is a recent Internet progress combining smart devices and
services safe data that organizations use to support
applications, including precision agriculture, smart health and
environment monitoring, and remote sensing data analysis.
loT is a paradigm in which physical objects, with features
such as computing, communication, and sensing capabilities
are employed. These sensors and loT devices gather and
transmit to the cloud. Security is demanding issue in cloud.
Several research works were developed to guarantee security
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in Cloud. But the data confidentiality and integrity were not
improved. In order to overcome the issue, novel machine
learning-based blockchain technology is introduced for
enhancing the security of data transmission in cloud.

Blockchain technology designed a data integrity auditing
scheme in [1]. Dispersed data integrity verification technique
was introduced with no third-party auditor. However, the
degree of data privacy still needs to be improved per the
anticipated plan. To address security problems, the Dueling
Double Deep-Q-network with Prioritized experience replay
(D3P)-based secure trust-based delegated consensus
blockchain (TDCB) was introduced in [2]. TDCB-D3P
scheme employed the trust system to enhance security and
minimize computation costs. However, the data integrity level
still needs to be improved by the TDCB scheme.

For an efficient 10T environment, a new Decentralized
Blockchain-based Security (DeBlock-Sec) method was
designed [3]. Decentralized Blockchain-based Authentication
(DBA) protocol was used to validate devices based on several
factors. However, it failed to reduce time. Access control
system termed LightMED was developed [4] to provide
secure data sharing in fog computing technology. A technique
enabling the safe transfer and integration of 10T information
has been developed, employing a digital signature with
minimal encryption. However, accuracy could have been
enhanced.

For Mobile Cloud Computing (MCC) environment in data
auditability, a security system for access control designed
around the distributed ledger blockchain has been developed
[5]. With identical credentials, individuals could use
numerous MCC applications with various kinds of privilege
authority. However, it failed to minimize space complexity.
The DistB-SDCloud framework was developed in [6] to boost
security within advanced Industrial 10T applications. Security
as well as integrity was attained by dispersed BC technique.

Public verifiability as well as user equality was obtained with
Blockchain-basis of encryption scheme in [7]. It attained.
However, the security level was not reduced by the
blockchain-based encryption scheme. For optimizing
placement, a blockchain-basis of safe cost-aware data caching
technique was introduced [8]. However, data integrity could
have been enhanced. For outsourcing services in CC, a
blockchain-based fair payment method named BCPay was
designed in [9]. However, complexity was not minimized.

A new framework was developed [10] to monitor activities on
particular data evidence. ECIES method was designed to
preserve confirmation from information. The problems
recognized from the literature are minimum confidentiality,
enhanced complexity, computational cost, and so on. To
address these problems, UERSBLCHB Method is introduced.
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1.1. Problem Statement

Security plays a vital role in cloud for data
transmission. Blockchain technology is utilized to provide
secure and scalable database storage solution. But, existing
blockchain systems have scalability issues due to high
processing time, low data integrity and confidentiality and
security problems. Due to the vast amount of data gathered
over the cloud, access control in the cloud storage system was
developed to improve protection. However, cloud computing
was unconfident in sharing sensitive data to the cloud. Also,
the accuracy was not enhanced. To address this issue, the
UERSBLCHB technique is proposed on cloud by secure data
transmission in the cloud computing.

1.2. Contribution

The major contribution of the article is essential plan of the
UERSBLCHB technique is to perform secured data
communication in the cloud platform. 10T devices are
employed to gather the patient's medical data. UERSBLCHB
Method carried out data regression analysis and secured data
communication. Universal Estimator Regression Analysis is
used in the UERSBLCHB Method to examine the collected
data, depending on the geometric median. Matyas—Reliable
transmission of information can be accomplished by
implementing the Blockchain approach centered around the
Meyer-Oseas Cryptographic Hashing. The UERSBLCHB
Algorithm uses the Matyas-Meyer-Oseas compression
technique to produce a value known as a hash for every
patient's data. The hashed results are collected and stored in
the blockchain for secure data communication. In this way,
the UERSBLCHB Method enhanced the data communication
security with minimum processing time. Lastly, an
experimental assessment is performed by UERSBLCHB as
well as four conventional techniques for different metrics.

1.3. Organization of Paper

The work of fiction has been organized as such. Section 2
presents an illustrative literature analysis of current
blockchain technology solutions. Section 3 explains the
UERSBLCHB Method through data analysis and blockchain
for safe data communication. Simulation conducted in Section
4 with dataset explanation. Section 5 presents the discussion.
Lastly, the article is concluded in Section 6.

2. LITERATURE REVIEW

The audit method was designed in [11] in a shared
atmosphere. It avoided communication overhead among
users. Efficiency of user revocation was enhanced. Collusion
among the agreement parties avoided. Blockchain uses smart
contracts for enhancing data integrity. Blockchain framework
employing heterogeneous peer-node and cloud-based ledger
storage (HPCLS-BC) was designed in [12] for personal
computer. Cloud-based ledger storage was introduced to
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eliminate the ledger storage pressure on peer nodes. Peer
nodes were utilized to divide the copy of distributed ledger.
Throughput and transaction delay were enhanced. However,
the data integrity rate was not enhanced. Blockchain-based
secure data outsourcing scheme was introduced in [13] but
needed to minimize time complexity.

The blockchain model was designed in [14] to perform
secured communication in HAPS networks. The designed
model was stored and consume of cloud transactions. The
designed model comprised many High-Altitude Platform
Systems (HAPS) stations that were affected by persistent
cyberattacks for infrastructure monitoring applications.
Latency was reduced and attack detection rate was enhanced.

The blockchain-assisted certificateless public integrity
checking (BA-CPIC) was introduced in [15] for the developed
cloud storage scheme. BA-CPIC checks outsourced encrypted
data in the Ethereum blockchain to identify the auditor's
malicious behaviour.

BA-CPIC was employed to enhance integrity confirming on
several encrypted industrial data and find privacy of users.
However, the space complexity was not minimized by BA-
CPIC.

A unique architecture was introduced in [16] for cloud
and Blockchain technologies. Secure-Ring-Verification-
based Authentication (SRVA) method was suggested to
guarantee the security of distrustful accounts. Harmony
Search Optimization is employed to create secret keys.
Merkle Hash Tree was created with every block.

However, time complexity was not minimized by the
designed architecture. For data management, the user-centric
framework was introduced in [17]. Ethereum was employed
to monitor and log of pertinent data operations. However, the
data integrity rate still needs to be improved by the designed
framework.

Cloud-Blockchain Fusion Framework (CBFF) was employed
in [18] to attain data liability in numerous clouds. Operation
Tracing Mechanism was employed to offer efficient tracing.
Data accountability was improved. However, they could have
reduced computational costs. Blockchain-based secure access
framework (BSAF) was introduced in [19] for privacy
protection with key matrix encryption. A fully homomorphic
encryption system was introduced to preserve privacy. But it
failed to lessen space complexity.

A new collaboration scheme was designed in [20] for secure
cloud file sharing. Blockchain performed access control
between data owners and users. Access polynomial was
employed to share cipher-keys. Attribute-based encryption
was employed to offer user anonymity. However, the
complexity level was not minimized.
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The forensic technique was introduced [21] for privacy
preservation. Optimal public key was attained. The designed
method increased anonymity. Encryption was ensured with
Elliptical curve cryptography. Though the confidentiality rate
was enhanced, the computational cost was not reduced. The
blockchain-based efficient tamper-proof method was designed
[22] for efficient storage in the cloud. Scalability was
improved. The designed operation included Electronic
Healthcare Recorded (HER) and transactions on a public
blockchain. However, time complexity was not minimized.

A Continues Delivery/Continuous Verifiability (CD/CV)
discussed [23] for verification. User mobility information was
applied to categorize interest points. CD/CV was introduced
for confirming the transactions of all stage at workflow.
However, it failed to improve the data integrity rate. A secure
authentication scheme was introduced in [24] for blockchain
technology to preserve privacy. The communication cost was
lower. However, the data confidentiality rate was not
enhanced.

Quantum Cloud-as-a-service was designed in [25] to attain a
secure solution. Quantum Terminal Machines (QTM) were
employed to improve feasibility as well as minimize
computation power. A smart healthcare environment was
offered.  However, the accuracy level was not improved in
QTM.

An integrated auction model was introduced in [26] with
Bayesian game theory, and blockchain Bayesian Nash
Equilibriums (BNE) presented cost-effective provider
selection to construct the federated cloud services. The Timed
message submission method was utilized for preserving
privacy. The prototype system depended on the Ethereum
blockchain. But time complexity was not reduced.

IAS protocol was designed in [27] to integrate identity. IAS
protocol was executed. Reliable message delivery was
guaranteed. However, computational costs remained the same.
For efficient cloud storage, A blockchain-based decentralized
architecture was designed [28]. It performed access control in
a secure environment. Cloud storage system stores the
original data with less processing time. However, the data
integrity rate remained the same for the designed architecture.

The blockchain-aided searchable attribute-based encryption
system was introduced in [29] for verification in electronic
health records. Duplicate data was eradicated, and storage
space was minimized. However, it failed to improve the data
confidentiality rate. MapChain-D was introduced in [30] for
effective data storage. MapChain-D was introduced for
Industrial 10T with minimum latency. Though the latency was
minimized, computational complexity was not reduced.

An attribute-based access control method was developed in
[31] to ensure data confidentiality. However, it failed to
consider space complexity. The certificateless signcryption
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scheme was introduced in [32] through public-key
substitution to avoid different attack. However, integrity was
not enhanced. Yet another certificateless signcryption method
for Smart Home Networks was employed in [33] to provide
user identity biometric verification. But the time was not
reduced. A secure cloud storage approach was discussed in
[34] for access control using E blockchain technology.
Nevertheless, it failed to enhance data confidentiality. An
improved verification scheme was examined in [35] for
Remote Data Access and Sharing in Cloud. However,
processing time was higher.

Several ML algorithms were employed in [36] to handle loT
data in healthcare. Adaptive neuro fuzzy inference system
(ANFIS) was applied for observing human health. Simplified
swarm-optimized Bayesian normalized neural network was
employed in [37] for identifying anomalous data. Intelligent
intrusion detection method was developed in [38] for secure
data transmission. Elliptic curve cryptography-based energy-
efficient routing protocol was examined in [39] with higher
security. But it failed to minimize processing time. Blinder
Oaxaca-based Shapiro Wilk Neutrosophic Fuzzy was utilized
in [40] with less time. However, data integrity was not
considered.

Data Collection

MHEALTH
Database

Universal Estimator
Regression

Y
Analyze collected data
based on the
geometric median

loT networks create enormous amounts of data to support
different applications, where the security and protection of
data are significant. But most existing blockchain systems do
not simultaneously consider data confidentiality, integrity,
processing time, space complexity, security, and
decentralization. To address the issue, machine learning-based
blockchain technology is needed. The study highlights the
importance of ensuring the confidentiality, integrity, and
availability of data in cloud-based blockchain systems for
enhancing security.

3. METHODOLOGY

The loT plays an essential part in different real-time
applications. 10T allows users to gather data using dissimilar
sensors positioned at various locations. 10T sensors grant
access to other services. Due to the medium of
communication, it is complex to give safe access to services.
An efficient data communication method called
UERSBLCHB has been introduced to facilitate safe
communication in 10T. The proposed UERSBLCHB method
is compatible with providing security for confidential data
access. The UERSBLCHB method significantly improves
data communication security in different applications.

Matyas—Meyer—Oseas
Cryptographic Hash-
based Blockchain

\J
Generate the hash value
of each patient's data

y

@cmed data transmjssi{m)

Figure 1 Architectural Representation of the UERSBLCHB Technique
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Figure 1 demonstrates the UERSBLCHB method's
architectural representation, which comprises data analysis
and secured communication. Number of individual patient
information gathered from input dataset. Data analysis is
carried out to minimize the time complexity of blockchain
construction. Safe data communication is enhanced with
Matyas—Meyer—Oseas Cryptographic Hash-based Blockchain
during blockchain construction. UERSBLCHB of two
different processes is described in sub-sections.

3.1. Bivariate Correlative Universal Estimator Regressive
Analysis

After the data collection process, the data analysis is carried
out to perform secure communication. Therefore, the
proposed UERSBLCHB method performs the data analysis
for dimensionality reduction. Universal Estimator Regressive
Data Analysis is a statistical method for identifying the
projections from enhanced to minimum dimensional space.
Universal Estimator Regression maps the total set from
maximum to minimum dimensional space.

Number of patient

Compute the
data correlation between
patient data

Project patient data into
different classes

v ! v ‘

Figure 2 Block Diagram of Bivariate Correlative Universal Estimator Regressive Analysis

Figure 2 illustrates the block diagram of bivariate correlative
universal estimator regressive analysis. The universal
estimator identifies the best matching projection of the patient
set into several classes depending on correlation value. The
bivariate correlation measures the relation between patient
data in the total set and the objective. Let us consider that
polychotomous variable. Bivariate correlation is calculated as,

b= (Devi;tion (mC1 h mCZ)) * (11_1 \/M) (l)

Deviation = \E * (B, (cd; —m)?) /2 )

From equations (1) and (2), ‘BC ’represents the bivariate
correlation. ‘m,, ’denotes the mean value of patient data in
class 1. ‘m.,” denotes the mean value for all patient data in
class 2. ‘d’represents the standard deviation.‘cd,,” and ‘cd,,’
indicates the number of patient data in class 1 and class
2. n ’symbolizes an entire number of patient data.
‘m’represent the mean value of the particular class. The mean
and deviation are employed to classify the patient data. Using
a universal estimator, the data points are mapped from high
dimensional space to subsets. Consequently, the mapping is
carried out depending on the correlation value. Consequently,
the universal estimator finds the best matching projection. It is
formulated as,

mf:cd; > ¢ 3

From equation (3), ° mf ‘’represents the mapping
function.* cd; ’symbolizes the patient data in the healthcare
dataset. ¢; * represents the classes. The algorithm below
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explains the bivariate correlative universal estimator

regressive analysis.

Input: Dataset, Number of patient data ‘cd, cd, cds  cd,,’
Output: Improves accuracy
Begin

1. Forindividual patient data, ‘cd;’

2. Compute the bivariate correlation ‘BC”’

3. Universal Regression Estimator maps patient data
into different classes

4. End for
End

Bivariate correlative universal estimator regressive data
analysis presented in Algorithm 1. The designed analysis
maps patient information to dissimilar classes depending on
correlation measures. This way, the time complexity gets
minimized using bivariate correlative universal estimator
regressive data analysis.

3.2. Single-Block-Length Compressed Hash Blockchain

A blockchain is defined as a communication database
communicated with the help of nodes through the Bitcoin
protocol. Every block in the chain included hash of preceding
block, timestamp (ts), as well as communication data (cd).
UERSBLCHB Method uses Fugue hash function on 512-bit
blocks of input information, and it handles the random size of
inputs. The blockchain is illustrated in Figure 3.
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Block 1
ts cd

Block 2

ts cd

Prev _hash

h(E,F)

Block header = cds \
\
cd,
V -
Patient
h(T,U)
Data
cds
cd, J
Figure 3 Blockchain Structure
The blockchain has blocks labelled ‘P,Q,R,S,T,U,V’. As cd = blocky, block,, blocks, ... block,, (@)

depicted in Figure 3, input patient  data
‘cdy, cd,, cds, ...cdy, ’are sent to information block during
blockchain. ¢ P,Q,R,S ’ includes hash of information
(‘h(cdq),h(cd,),h(cds),..h(cd,))’. ‘T’ comprises the hash of
‘P’ and ‘Q’. The block ‘U’ includes the hash of ‘R’ and ‘S’.
After that, header “V’ includes the hash of the ‘T’ and ‘U”’.

Matyas—Meyer—Oseas  Cryptographic Hash (MMOCH)
function is used in blockchain to connect the random size data
to the predetermined size of bit string termed as hash. For
preserving information by arbitrary size as well as stored in
database, fugue cryptographic hash function functions.
MMOCH function creates a hash for every input patient
information.

At first, the patient data is considered as input through
arbitrary size. After that, the input patient data ‘cd’ is
separated into ‘m’ of fixed-size blocks. The patient data was
processed one at period Matyas—Meyer—Oseas compression
function (Cg). It is formulated as,
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From equation (4), input patient data ‘cd’ and ‘m’ symbolizes
the number of fixed block size
¢ block,, block,, blocks, ... block,, °. Matyas—Meyer—Oseas
compression function transforms two different input sizes to
fixed -length output. Input block combined by compression
function ‘CF’ and output of previous round by 512 bits.
‘hash,’symbolizes a fixed primary hash value. It joins two
inputs through different sizes as well as creates a
predetermined hash value. It is formulated as,

hash; = Rg 45, (block;) @ block; (5)

From equation (5), hash value of current block is ‘hash;’.
‘block; ’symbolizes information block. 'hash;_; 'represents
the hash of the preceding round. ‘@’ represents the XOR
logical operator. ° Ry ’denotes secure block cipher for
encrypting blocks by symmetric key 'k’. Confidentiality
protects the information from being accessed through
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unauthorized entities. Final hash block ‘hash,,’ formulated
as,

HASH(cd) = hash,, (6)

From equation (6), ‘HASH’symbolizes the last hash value of
specific patient data ‘cd’. ‘hash,,’ denotes hash of whole
information block. This information is created as well as
broadcast to receiver. The receiver de-hashes patient
information to achieve novel data. De-hash is termed as a
decryption procedure. It is formulated as,

DEHASH (cd) = HASH(cd)™! @)

Sender

Y

Original patient data ‘ed’

Y ?
Generate hash value for
each patient's data

key

From equation (7), HASH (cd)~tsymbolizes the hash inverse.
Consequently, the de-hash process is carried out on every
patient information block. It is calculated as,

block; = Rp(hash;_,) @ hash; (8)

From equation (8), ‘hash;’ symbolizes the hash value of the
present block. ‘block;’ indicates information block, hash of
preceding block is ‘hash;_,’.‘Rj’symbolizes secure block
cipher to decrypt hash to a novel data block with identical
symmetric key ‘k’ via encryption. Safe communication
carried for healthcare applications.

Recerver

!

Original data ‘ed’

1

Generate a dehash i

for each patient's

F

key

r

Secure Channel

Figure 4 Secured Data Communication

Input: Dataset, patient data ‘cd = cdy, cd,, ..., cd,’
Output: Increased data security

Begin

For individual patient data

Construction of blockchain

Partition ‘cd’ into blocks ‘block,, block,, blocks, ... block,,’
For individual block ‘block;’

Generate hash value ‘hash;’ with symmetry key ‘k’
End for

Ascertain the final hash HASH (cd) = hash,,

Sender transmits hashed data HASH (cd) to the receiver
Receiver performs dehashDEHASH (cd)

For each hashed data

ISSN: 2395-0455

If (‘k' is known to the receiver), then
Perform dehash

else

No dehash is carried out

End if

End for

Obtain original data ‘cd’

End for

End

Algorithm 2 Single-Block-Length Compressed Hash
Blockchain

As illustrated in Figure 4, secured data communication is
performed between sender and receiver. The secret key ‘k’ is
used to connect the sender and receiver. Encryption is carried
out using the UERSBLCHB method during the hash
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generation process for every patient's data. The decryption is
carried out using the UERSBLCHB Method on the receiver
side to attain novel data for preserving patient data.

The algorithmic step of Single-Block-Length Compressed
Hash Blockchain in the UERSBLCHB Method improves
secured data communication. In the UERSBLCHB Method,
the blockchain contains several blocks and data blocks. Input
patient information is sent to the information block to create a
hash for secured data communication. Through data
communication in the UERSBLCHB Method, the blockchain
uses the Matyas—Meyer—Oseascompression function. Input
patient data are separated by several blocks. Matyas—Meyer—
Oseascompression function creates a hash for every data
block through block cypher encryption. Subsequently, novel
patient data is converted to the ciphertext in hash value. After
that, hashed patient information is sent to the receiver. When
the receiver knows the key, the dehash process is carried out.
This helps to enhance the secured data communication
performance in the UERSBLCHB Method.

4. EXPERIMENTAL SETUP AND PERFORMANCE
METRICS

The experimental evaluation of the UERSBLCHB Method is
carried out with four existing data integrity auditing schemes
[1], TDCB-D3P scheme [2], DeBlock-Sec scheme [3], and
LightMED [4] are implemented using Java with the help of
the MHEALTH dataset from
https://www.kaggle.com/datasets/gaurav2022/mobile-health.

The dataset included corresponding body activity and
fundamental signs recordings attained from ten volunteers
with different profiles carried out dissimilar corporal
activities. The sensors are located on the chest to estimate
motion registered by acceleration and so on. A sensor located
on the chest provided 2-lead ECG measurements for heart
monitoring and checking different arrhythmias. All sensing
modalities are recorded at a sampling rate of 50 Hz to achieve
human motion, which is recorded through a video camera.

Performance analysis of the UERSBLCHB technique and
existing methods, namely data integrity auditing scheme [1],
TDCB-D3P scheme [2], DeBlock-Sec scheme [3], and
LightMED [4] are carried out with data confidentiality rate,
data integrity rate, processing time, accuracy, and space
complexity.

4.1. Data Confidentiality Rate
It refers to several patient healthcare data that are viewed

through an authorized entity. It is estimated in in percentage
(%).

Der = (22) + 100 9)

From equation (9), ‘Dcg’symbolizes data confidentiality rate.
‘n,’ represents the patient data accessed or viewed by an
authorized entity, and 'n’symbolizes entire number of patient
data.

Table 1 Tabulation of Data Confidentiality Rate

Number of Data Confidentiality Rate (%)
Patient Data i i
Data Integrity TDCB-D3P DeBlock-Sec LightMED Proposed
Auditing Scheme scheme scheme UERSBLCHB
Method
500 75 79 82 85 90
1000 77 81 84 87 93
1500 79 83 87 89 95
2000 76 80 85 86 94
2500 74 78 82 84 92
3000 72 76 80 82 90
3500 75 77 83 85 93
4000 77 80 84 88 95
4500 78 82 86 90 96
5000 80 84 88 93 98
ISSN: 2395-0455 ©EverScience Publications 547
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Number of data

m Data Integrity Auditing
Scheme

m TDCB-D3P scheme

m DeBlock-Sec scheme

= LightMED

m Proposed UERSBLCHB
Method

Figure 5 Measurement of Data Confidentiality Rate

Table 1 and Figure 5 explain the comparative analysis of Dg
for different patient data. D-; of the UERSBLCHB method,
data integrity auditing scheme [1], TDCB-D3P scheme [2],
DeBlock-Sec scheme [3], and LightMED [4], are represented
by cones, namely orange, blue, brown, green, and violet.
From graph analysis, the UERSBLCHB method attains
higherr D, than conventional techniques. For instance,
simulations are carried out with 3500 patient data. D, was
examined by 93% using the proposed UERSBLCHB method,
whereas 75%, 77%, 83%, and 85% using existing [1], [2], [3],
and [4], respectively. From the graph, the UERSBLCHB
method attains higherr D than other conventional methods.
Contrary to existing methods, bivariate correlative universal
estimator regressive data analysis and Single-Block-Length
Compressed Hash Blockchain are utilized in UERSBLCHB.

Universal estimator regression is to classify the collected
patient data via bivariate correlative. Matyas—Meyer—Oseas
Cryptographic Hash-based Blockchain carried out safe data
communication through hash value generation for each patient
data via block cipher encryption. The original patient data is
modified into the ciphertext in hash value. Hashed patient
data are transmitted to the receiver. When the receiver knows
the key, dehash process is performed. In this way, the data
confidentiality is enhanced. Overall performance outcomes
represent that D.;p using the UERSBLCHB method is
considerably enhanced by 23%, 17%, 11%, and 8% than the
[11. [2], [3], and [4].

ISSN: 2395-0455

4.2. Integrity

It is defined as a number of patient data not modified via
some illegal entity.

D = [%] «100 (10)
From equation (10), ° D;; ’represents the data integrity
rate.* nn, ' symbolizes several patient information not
modified through unauthorized entities. It is measured in
percentage (%).

Table 2 and Figure 6 illustrate the comparative analysis of D;g
for dissimilar patient data. The D,z of proposed UERSBLCHB
method, data integrity auditing scheme [1], TDCB-D3P
scheme [2], DeBlock-Sec scheme [3], and LightMED [4] are
represented as orange, blue, brown, green, and violet. From
graph analysis, the UERSBLCHB method attains enhanced
D, than the other conventional methods. For instance,
simulations are carried out with 4500 patient data. Integrity
obtained as 94% using proposed UERSBLCHB method,
whereas 73%, 77%, 83%, and 86% using existing [1], [2], [3],
and [4], respectively. From the graph, the UERSBLCHB
method attains enhanced D;; when compared to conventional
methods. Contrary to obtainable methods, bivariate
correlative universal estimator regressive data analysis and
Single-Block-Length Compressed Hash Blockchain are
developed in UERSBLCHB. The bivariate correlative is used
to examine patient data by Universal estimator regression.
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Protected data communication is obtained with Matyas—
Meyer—Oseas Cryptographic Hash-based Blockchain during
hash value generation for every patient data. Hash value is
stored in blockchain with higher data integrity. Overall
Table 2 Tabulation of Data Integrity Rate

performance of ten outcomes indicates that D, using the
UERSBLCHB method is considerably increased by 26%,

10%, 13%, and 8% than the [1], [2], [3], and [4].

Number of Data Integrity Rate (%)
Patient Data Data Integrity TDCB-D3P | DeBlock-Sec LightMED Proposed
Auditing Scheme scheme scheme UERSBLCHB
Method

500 73 79 82 87 92
1000 75 81 84 89 94
1500 74 78 81 86 93
2000 72 76 79 83 90
2500 73 77 82 85 92
3000 76 79 84 87 95
3500 74 76 82 85 93
4000 72 74 81 83 91
4500 73 77 83 86 94
5000 75 79 85 88 96

Data Integrity Rate (%0)

100

i = b

S . .S SSQ
ST TSI SIS S
NN AN NP

Number of data

m Data Integrity Auditing
Scheme

B TDCB-D3P scheme
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Figure 6 Measurement of Data Integrity Rate
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4.3. Processing Time

It is described as time consumed through an algorithm to
carry out safe data transmission. It is determined as,

Tpro = n * t[cd]

(11)

From equation (11),‘Tp,,’

symbolizes the processing time.

From equation (11),‘Tp,,’ symbolizes the processing time.
Time utilization for processing one patient data is ‘t[cd]’. It
is computed in milliseconds (ms).

Table 3 Comparison of Processing Time

Number of Processing Time (ms)
Patient Data Data Integrity TDCB-D3P | DeBlock-Sec LightMED Proposed
Auditing Scheme scheme scheme UERSBLCHB
Method

500 54 48 35 27 15
1000 57 50 38 29 18
1500 59 52 40 31 20
2000 61 55 42 34 23
2500 63 58 45 37 25
3000 65 60 48 39 27
3500 68 62 50 42 29
4000 70 64 52 43 31
4500 72 67 55 46 33
5000 75 70 58 49 35
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Figure 7 Measurement of Processing Time
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Table 3 and Figure 7 illustrate the processing time for
dissimilar patient data. Processing time of the proposed
UERSBLCHB method, data integrity auditing scheme [1],
TDCB-D3P scheme [2], DeBlock-Sec scheme [3], and
LightMED [4] are indicated by orange, blue, brown, green,
and violet. From graph analysis, the UERSBLCHB method
attains lesser processing time than other existing methods. For
instance, simulations are conducted with 3000 patient data.
The processing time was observed to be 27ms using the
proposed UERSBLCHB method, whereas 65ms, 60ms, 48ms,
and 39ms using existing [1], [2], [3], and [4], respectively.
From graph analysis, the UERSBLCHB method attains lesser
processing time than the other conventional methods. This is
because of the use of universal estimator regression to
categorize the collected data. Matyas—Meyer—Oseas
broadcasts safe data through hash value generation for every
patient data. Then, the hashed results are saved to the

blockchain. This helps to reduce processing time. The overall
performance of ten outcomes indicates that processing time
using the UERSBLCHB technique is considerably minimized
by 61%, 57%, 46%, and 33% than the [1], [2], [3], and [4],
respectively.

4.4. Accuracy

It referred to the proportion of number of patient data
categorized.

Acc
_ Number of patient data that are correctly analyzed and classified

(12)

From equation (12), ‘Acc’ symbolizes the accuracy level. It is
measured in percentage (%).

Table 4 Comparison of Accuracy

Number of Accuracy (%)
Patient Data
Data Integrity TDCB-D3P DeBlock-Sec LightMED Proposed
Auditing Scheme scheme scheme UERSBLCHB
Method

500 68 72 79 84 91
1000 70 73 81 86 93
1500 69 71 80 85 92
2000 67 69 78 83 90
2500 69 70 79 86 91
3000 68 72 81 87 94
3500 70 74 83 89 92
4000 72 76 84 90 95
4500 71 75 82 88 94
5000 73 77 83 89 96

Table 4 and Figure 8 illustrate the accuracy of different
patient data. Accuracy of the proposed UERSBLCHB
method, data integrity auditing scheme [1], TDCB-D3P
scheme [2], DeBlock-Sec scheme [3], and LightMED [4] are
indicated by orange, blue, brown, green, and violet. For
instance, simulations are conducted with 2000 patient data.
Here, the accuracy was observed to be 90% using the
proposed UERSBLCHB method, whereas 67%, 69%, 78%,
and 83% using existing [1], [2], [3], and [4], respectively.

ISSN: 2395-0455

From graph analysis, the UERSBLCHB method attains higher
accuracy than conventional techniques. This is because of the
use of universal estimator regression in the proposed
UERSBLCHB method for analyzing and classifying the
collected data with maximum accuracy. This helps to improve
the accuracy level. The overall performance of ten outcomes
indicates that accuracy using the UERSBLCHB technique is
considerably enhanced by 61%, 57%, 46%, and 33% than the
(1], [2], [3], and [4].
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4.5. Space Complexity

It is referred to as a product of several patient data and the
amount of memory space of storage space consumed by the
algorithm for storing the values such as block generation,
hashing, and dehashing during data communication. The
space complexity is computed in kilobytes (KB).

Figure 8 Measurement of Accuracy
SC =

kilobytes (KB).

Table 5 Comparison of Space Complexity

Number of Space Complexity (KB)
Patient Data Data Integrity TDCB-D3P | DeBlock-Sec LightMED Proposed
Auditing Scheme scheme scheme UERSBLCHB
Method

500 48 41 34 29 21
1000 50 43 36 32 23
1500 52 46 39 34 24
2000 55 48 41 37 26
2500 58 51 43 39 28
3000 60 53 45 42 31
3500 63 55 47 44 33
4000 66 58 50 46 35
4500 68 60 53 48 37
5000 70 62 56 49 40

ISSN: 2395-0455
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n * MC(block generation + Hasing + Dehasing) (13)

From equation (13), ‘SC’ symbolizes space complexity. ‘MC’
represents memory consumption. It is computed in terms of
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Figure 9 Measurement of Space Complexity

Table 5 and Figure 9 illustrate the comparative space
complexity analysis for different patient data. Space
complexity of the proposed UERSBLCHB method, data
integrity auditing scheme [1], TDCB-D3P scheme [2],
DeBlock-Sec scheme [3], and LightMED [4] are indicated by
orange, blue, brown, green, and violet. From graph analysis,
the UERSBLCHB method attains lesser space complexity
than other existing methods. For instance, simulations are
conducted with 4000 patient data. The space complexity was
observed to be 35KB using the proposed UERSBLCHB
method, whereas 66KB, 58KB, 50KB, and 46KB using
existing [1], [2], [3], and [4], respectively. From graph
analysis, the UERSBLCHB method attains lesser space
complexity than conventional methods. Contrary to
conventional, UERSBLCHB method attains lesser space
complexity. Universal Estimator Regression for analyzing and
classifying the collected data based on the geometric median.
Safe data broadcast achieved by Blockchain through hash
value generation for each patient data. After that, hashed
results are saved to the blockchain. This helps to reduce SC.
Overall performance of ten outcomes indicates that the
SCusing the UERSBLCHB method is considerably reduced
by 50%, 43%, 33%, and 26% than the [1], [2], [3], and [4],
respectively.

5. DISCUSSION

In this section, the objective of the proposed UERSBLCHB
method is to enhance accuracy, data integrity and

ISSN: 2395-0455
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confidentiality and minimum time. Based on this objective,
the proposed UERSBLCHB, existing [1], [2], [3] and [4] are
compared by using the MHEALTH dataset. The reason for
less processing time is to apply Universal Estimator
Regression for analyzing the patient information. The reason
for higher accuracy, confidentiality, and integrity is to apply
Matyas—Meyer—Oseas Cryptographic Hash-based Blockchain
for secure data transmission. From the overall analysis of
results, the following summary key findings are achieved:
The proposed UERSBLCHB method achieved higher
accuracy by 20%, confidentiality by 15%, and integrity by
17% when compared [1] [2] [3] and [4]. The UERSBLCHB
method also minimizes the processing time by 49% and space
complexity by 38% when compared to existing methods. In a
comparative analysis, the UERSBLCHB method provides
better performance for secure data transmission in cloud.

6. CONCLUSION

Secure data communication helps to improve the user
experience in different loT applications. However, the
communication resulted in data leakage. To guarantee data
confidentiality and integrity, a secure data communication
called the UERSBLCHB method is proposed using
blockchain technology to protect data privacy. Universal
Estimator Regression analyzes and classifies the collected
data. Matyas—Meyer—Oseas Cryptographic  Hash-based
Blockchain method performed safe data broadcast. Data
broadcast is attained by Matyas—Meyer—Oseas Cryptographic
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