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Abstract — Vehicular ad hoc networks (VANETS) suffer from
several challenges due to advancements in technology such as 5G
and the continuous growth in the number of vehicles. These
challenges include handling scalability, traffic management,
security, flexibility etc. The researchers believe that integrating
the Software Defined Networking (SDN) architecture with
traditional VANETSs could result in a promising solution that
will address the aforementioned challenges of traditional
VANETSs by leveraging the inherent features of SDN. These
features  include  programmable  network  behavior,
virtualization, centralized control mechanism, and network
automation. The integration of SDN with VANETs helps in
partially mitigating the security attacks associated with
traditional VANETs. However, the dynamic and distributed
nature of VANETS, when integrated with the centralized control
mechanism of SDN introduces new kind of security
vulnerabilities. This paper presents a comprehensive review of
security vulnerabilities and attacks in both traditional VANETs
as well as in SDN-based VANETs. The review begins by
categorizing the security attacks against VANETS in accordance
with the network communication protocol stack. The potential
impacts of these attacks on the operation of vehicular ad hoc
networks are being assessed. The paper then explores the extent
to which integrating the SDN can mitigate security
vulnerabilities in traditional VANETSs. Finally, this paper
presents the study related to the security attacks against SDN-
based VANETSs in accordance with the three-layer architecture
of SDN. These attacks demonstrate how the unique features
(central control mechanism, programmability, and flow-based
controlling) of SDN introduce new security vulnerabilities in
SDN-based VANETS across the control, data, and application
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planes. The potential impacts of these attacks on the operation of
SDN-based VANETSs architecture are also being assessed.
Through a systematic classification and analysis of security
attacks in VANETS as well as in SDN-based VANETS, this paper
will serve as a valuable resource for researchers in
understanding the security landscape of VANETs as well as
SDN-based VANETS, and motivate them to design the effective
defensive solutions to secure the network operations of these
critical systems.

Index Terms — VANETSs, SDN, SDN-based VANETS, security
vulnerabilities, security attacks, encryption and authentication,
intrusion detection systems.

1. INTRODUCTION

In today's world, people are spending more and more time in
transportation, so vehicles have become an important
component of the travel experience. In this context, Vehicular
Ad hoc Networks (VANETS) have emerged as a promising
solution to improve road safety, enhance passenger comfort,
and optimize travel and traffic efficiency. VANET is a kind of
Mobile ad hoc network (MANET) that facilitates the
communication among the moving vehicles on roads [1]. The
development of VANETS has also contributed to the success
of ITSs by allowing communication between vehicles and
roadside infrastructure, as well as among vehicles themselves.
VANETS support vehicle-to-vehicle communication (V2V),
vehicle-to-infrastructure at the roadside communication (V21),
and vehicle-to-pedestrian communication (VV2P) as shown in
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Figure 1. In VANETS, the V2X term is used to represent the
communication between Vehicles to Everything (X) (i.e.
V2V, V2I, and (V2P)). In recent years, Heterogeneous
Vehicular Networks (HetVNets) have emerged as an
important development that enriches traditional VANETSs
with different wireless technologies (DSRC, WiFi, WiMax,
etc.) and cellular technology (4G / 5G) [2-3]. Internet of
Vehicles (loVs) has evolved as an innovative development to
enhance the performance of new generations of heterogeneous
vehicle networks by providing connected vehicles with more
sophisticated technological and commercial capabilities [4]. A
vehicle in VANETS is an intelligent mobile node equipped
with advanced wireless communication technologies that
enable efficient communication with roadside infrastructure
and other vehicles on the road. A vehicle network is based
primarily on three basic elements: intelligent vehicles,
roadside equipment, and communication between vehicles.
VANETs offer several characteristics including ad-hoc
network formation, highly dynamic network topology,
frequency spectrum allocation, V2X communication system,
geographically  dispersed,  scalable, real-time data
transmission, autonomy, unlimited power supply, high
computational capacity, driver protection, etc.
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Figure 1 Vehicular Ad-Hoc Networks Architecture Diagram

VANETs have significantly transformed the transportation
systems industry by providing an extensive range of
applications across multiple domains such as automated toll
collection, collision avoidance, driver assistance systems,
dynamic  routing, emergency vehicle notification,
environmental monitoring, infotainment services, intelligent
traffic signal control, pedestrian safety, public transportation
management, road condition monitoring, road safety
warnings, roadside assistance, smart parking, supply chain
management, traffic law enforcement, traffic management,
vehicle platooning, etc [5]. Despite having several attractive
characteristics and interesting application possibilities,
VANET has several challenges that impede its successful
deployment, implementation, and operation. Some of them
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are high mobility, scalability, poor reliability, limited
bandwidth, network connectivity, intermittent connectivity,
heterogeneous vehicle management, weak network security,
interference and signal attenuation, lack of uniform standards,
and low intelligence levels [5]. One of the most critical
challenges facing VANETS is network security. VANETS are
particularly vulnerable to various kinds of security threats and
attacks due to inherent characteristics such as high mobility,
dynamic topology, wireless communication systems and
decentralized nature. The researchers believe that integrating
the Software Defined Networking (SDN) architecture with
VANETSs could result in a promising architecture that will
address the aforementioned challenges of traditional VANETS
by leveraging the inherent features of SDN [6-8]. These
features include  programmable  network  behavior,
virtualization, centralized control mechanism and network
automation. It has been observed that SDN-based VANETS
helps in mitigating the security attacks associated with
traditional VANETS up to a limited extent. Even the dynamic
and distributed nature of VANETS, when integrated with the
centralized control mechanism of SDN introduces new
security vulnerabilities and opens the doors for new attacks to
be launched against the SDN-based VANETs [7-8]. The
motivation and objectives of this study are described here,
giving the readers a clear understanding of the driving forces
behind the study and the specific goals it seeks to achieve.

1.1. Motivation

The convergence of SDN with VANETSs can address the
security concerns of traditional VANETS to a limited extent.
Thus, there is still a need to identify the main security issues
associated with SDN and VANETs technologies, both
separately and together.

1.2. Objectives

e To investigate the extent to which the integration of the
SDN architecture with traditional VANETs might mitigate
the security vulnerabilities that are associated with
traditional VANETS.

e To investigate how the integration of the SDN architecture
with traditional VANETS might lead to new and unseen
security wvulnerabilities as a result of the inherent
characteristics of SDN.

In this paper, an attempt is made first to present the
comprehensive review of security attacks in traditional
VANETS along with the security vulnerabilities in VANETS.
The security attacks are categorized based on
the communication protocol layer within the VANETS
architecture along with their nature, impact, and security
attributes being compromised. Thereafter, a study is being
carried out to demonstrate how integrating the SDN
architecture with traditional VANETS can mitigate the impact
of these critical attacks. The integration of the centralized
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control mechanism of SDN with the dynamic and distributed
nature of VANETS introduces new security vulnerabilities
and opens the door for new attacks to be launched against
SDN-based VANETs. Therefore, in the last section, an
analysis of new kind of security attacks in SDN-based
VANETs is carried out along with their characteristics,
impact, and the targeted components within the SDN-based
VANETS architecture.

The structure of this paper is as follows: Section 2 provides an
overview of SDN and VANET technologies, discussing them
both individually and in combination. Section 3 outlines the
security requirements for traditional VANETs and SDN-based
VANETSs. In Section 4, the paper examines the security
vulnerabilities and attacks in traditional VANETS, as well as
the extent to which SDN integration can mitigate these
threats. Section 5 delves into the security vulnerabilities and
attacks specific to SDN-based VANETSs, which arise from
SDN's intrinsic features such as its centralized control,
programmability, and flow-based control, when coupled with
VANET's dynamic nature. Section 6 presents the future
research directions based on the study carried out in this
paper. The conclusion of the paper is presented in Section 7.

2. BACKGROUND
2.1. Vehicular Ad-Hoc Networks (VANETS)

The general architecture of VANETS consists of two primary
categories of components: in-vehicle equipment, such as On-
Board Units (OBUs) and Application Units (AUs), and
roadside infrastructure, which includes Roadside Units

(RSUs) located externally to vehicles [9]. OBUs are hardware
devices installed on intelligent vehicles that allow wireless
communication between vehicles and RSUs. OBU consists of
a Resource Command Processor (RCP), read/write memory
for data storage, and a specialized interface to connect with
other OBUs. These devices make each vehicle act as a router
and send and receive messages to and from other vehicles or
RSUs within their communication range. RSUs are the
equipment placed at the roadside and which constitute the
fixed infrastructure of the vehicle networks. These units can
inform nearby vehicles by broadcasting information related to
traffic, weather, and road-specific conditions such as
maximum speed, passing clearance, etc. RSUs can also act as
a base station by allowing communication between two
distant vehicles or simply relaying information sent by a
vehicle. The application layer of the network is expected to
serve a wide range of safety and non-safety applications.
Application Unit (AU) is designed for driver interaction and
utilizes the application programming provided by the service
provider to communicate with OBU. It is equipped with input
and output interfaces such as personal digital assistants
(PDA). The AUs connect to the OBUs via either wired or
wireless communication technologies for accessing the
network and applications. In V2V communication, vehicles
send and receive messages about their location, speed, brake
status, and steering angle with the surrounding vehicles in
their transmission range to support different applications and
services. In V2l communication, the vehicles either connect
directly or via a number of hops to fixed roadside units
(RSUs) to send, receive, and process the traffic data.
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Figure 2 Software Defined Networking Architecture Diagram
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V2X communication depends on two key wireless
technologies: Dedicated Short-Range Communications
(DSRC) and cellular networks (4G/5G) [2-3]. DSRC operates
under the IEEE 802.11p and IEEE 1609 standards, as part of
the Wireless Access in Vehicular Environments (WAVE)
framework. Similar to WiFi, DSRC is specifically designed
for short-range communication, enabling high-speed, low-
latency wireless connections between vehicles (V2V) and
between vehicles and infrastructure (V2I). The main reason
behind using the DSRC is its simplicity, high security,
minimum control signaling, and the broadcast nature of real-
time transmission in case of any emergency conditions such
as information related to road blockage, accidents, traffic
interruption, etc. However, it suffers from retransmission and
message collision in high-density vehicles. Currently, cellular
technologies such as 3G/UMTS and 4G/LTE also support
V2X communication in VANETSs. V2X communications with
cellular technology is known as C-V2X (cellular vehicle-to-
everything). The roadmap for the implementation of 5G-based
V2X services on VANETs has already been created by
technical groups like Qualcomm and 3GPP (3rd Generation
Partnership Project) [10]. The advanced features of 5G
technology including high bandwidth, low latency, highly
secure, and high-density connections will significantly
enhance V2X communications in VANETSs [11].

2.2. Software Defined Networking (SDN)

Software Defined Networking (SDN) is a novel network
architecture characterized by two main principles: (i) logical
separation of the control plane (responsible for managing the
network operations) from the data plane (responsible for
handling the data transmission) and (ii) logically
centralization of network intelligence through one or more
SDN Controllers that govern the entire network [12]. SDN
architecture provides a blueprint for creating automated,
flexible networks using a blend of open-source software and
standard networking hardware. At its foundation, SDN has a
hierarchical three-layer structure that allows for the smooth
integration of programmable control and dynamic
management into the current network environment as shown
in Figure 2. SDN architecture consists of three layers: the
application layer, the control layer, and the data layer.

e Data layer: The data layer is the lowest in SDN
architecture as shown in Figure 2. This layer represents the
network's forwarding and processing capabilities. This
layer is often referred to as the infrastructure layer. The
data plane refers to all the networking devices that receive
and forward data packets based on the predefined flow
rules defined by controller.

e Control layer: The control layer is the middle layer
between the data layer and the application layer in SDN
architecture as shown in Figure 2. The control layer
represents the logically centralized software entity known
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as the SDN controller, which serves as both the brain of
the SDN architecture and a network operating system. The
SDN controller manages rules and traffic flows to
optimize network resources. The controller, which runs on
a server, offers fine-grained management over the data
plane, including routing, monitoring, and load balancing.
It keeps track of the network's global status in real-time,
feeds application layer commands to networking
components, and returns an abstract representation of
network data and events.

o Application layer: As shown in Figure 2, the application
layer is the highest layer in an SDN architecture. All of the
network applications and services that are installed on the
SDN controller are managed by it. In order to provide
services like configuration, communication, security, and
network management, the application layer assists the
control layer. The Application Programming Interfaces
(APIs) allow the SDN application layer to interface with
the SDN controller and vice versa. These APIs assist in
optimizing network management and performance.

Software-Defined Networking (SDN) employs unified
communication interfaces to facilitate seamless interaction
across its three layers:

e Northbound API: This interface enables communication
between network applications (application layer) and the
SDN controller (control plane). Most commonly APIs
used as Northbound APIs are NETCONF, OpenFlow, and
REST. These APIs allow applications to request and define
specific network behaviours [13].

e Southbound API: This interface facilitates interaction
between the data plane equipment (hetwork switches) and
the SDN controller (control plane). Most commonly APIs
used as Southbound APIs are OpenFlow, Cisco OpFlex,
and NETCONF. OpenFlow is governed by the Open
Networking Foundation and it is the most widely adopted
standard, enabling efficient control and communication
between network switches and controllers [14].

2.3. Software Defined Networking Based Vehicular Ad-Hoc
Networks

Recently, researchers are exploring ways to leverage the
benefits of SDN to enhance the performance of traditional
vehicle networks. Several SDN-based architectures have been
proposed in the literature by the research community for
vehicle networks referred to as Software Defined Vehicular
Ad-hoc Networks (SDVN) [6-8,15].

Figure 3 presents the block diagram of SDN-based VANETS,
illustrating the key components and their interactions within
the architecture. The integration of SDN into wvehicular
networks offers several significant benefits, including the
following:
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Centralized Control: SDN design separates the control
plane from the data forwarding plane by centralizing
network information and control in a software controller
(SDN Controller). This helps in easier management,
configuration, and optimization of network behaviour.

Flexibility and Scalability: SDN provides flexibility in
network architecture and scaling. It supports several
network designs and scales more effectively than
conventional networking systems by adjusting workloads
and traffic patterns. SDN also simplifies the management,
configuration, and integration of new heterogeneous
technologies in heterogeneous vehicle networks [16,17].

Programmability: Open  APIs allow  network
administrators and operators to dynamically configure and
manage network resources depending on changing
demands and applications using SDN.

Programmable Policies and QoS: SDN provides fine-
grained control over network rules and QoS parameters.
Administrators can design rules centrally and enforce
them uniformly throughout the network resulting in
optimal performance and resource use.

Virtualization: SDN enables network virtualization by
creating separate logical network segments (virtual

networks) for multi-tenancy and utilization of resources
efficiency.

Automation: Automating network administration using
SDN, streamlines operations and reduces configuration
errors. SDN automation improves efficiency, agility, and
responsiveness to network changes and demands.

Traffic Engineering: SDN allows for intelligent traffic
engineering and load balancing across the network.

Cost Efficiency: SDN lowers operational costs by
simplifying network management, reducing hardware
dependency through virtualization, and optimizing
resource utilization. It supports more efficient use of
network resources and infrastructure.

Openness and Innovation: SDN promotes innovation and
ecosystem growth via open standards and APIs. It
simplifies the integration of third-party apps and services,
encouraging the development of new network services and
applications.

Security Enhancements: SDN enhances network security
by combining centralized monitoring, policy enforcement,
and rapid threat response. It enables more effective threat
detection and mitigation via micro-segmentation, sensitive
data isolation, and interaction with security technologies.

APPLICATION LAYER |
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Figure 3 Block Diagram of Software Defined Networking Based Vehicular Ad-Hoc Networks Architecture
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3. SECURITY REQUIREMENTS IN VANETS AND SDN-
BASED VANETS

Security requirements in SDN-based VANETS are essential to
ensure the three main pillars of secure communication i.e.
confidentiality, integrity, and availability (CIA) [18]. Key
security requirements include:

e Authentication: The process of ensuring that only
authorised vehicles, infrastructure components, and
network entities are able to access the network and the
service it provides. In SDN-based VANETS, vehicles and
RSUs constantly communicate to share critical
information such as traffic conditions, road blockage
alerts, accidents alerts, traffic interruption alerts, vehicle
status, or navigation data. Therefore, authentication ensure
that only legitimate entities (vehicles, controllers, or
RSUs) participate in the network operations to prevent the
malicious nodes from injecting false or harmful data in the
network.

e Confidentiality: The process of ensuring that the
protection of information in the system so that an
unauthorized vehicle, infrastructure component, and
network entity cannot access it. In SDN-based VANETS,
protecting the confidentiality of transmitted data (traffic
conditions, road blockage alerts, accidents alerts, traffic
interruption alerts, vehicle status, or navigation data) is
essential. Therefore, strong encryption methods are
required to be deployed in the network.

e Data Integrity: The process of ensuring that the data
transferred across the network is not altered or tampered
with during transmission. In SDN-based VANETS,
ensuring the integrity of data is very essential because any
tampering with the transmitted messages (traffic
conditions, road blockage alerts, accidents alerts, traffic
interruption alerts, vehicle status, or navigation data) could
lead to disastrous consequences such as accidents or
traffic disruptions.

e Availability: The process of ensuring that network
services are always accessible to legitimate vehicles,
infrastructure components and network entities. The main
functioning of SDN-based VANETSs rely on continuous
data exchange to maintain optimal traffic flow and safety.
The absence of availability in the network could leads to
accidents or inefficiencies in transportation.

e Access Control: The process of ensuring to access the
network resources based on rules that have been defined in
advance. Not all entities in SDN-based VANETSs should
have equal access to all network resources or information
for improving both the reliability and efficiency of the
network.

ISSN: 2395-0455

e Non-repudiation: The process of ensuring that the sender
of a message cannot later deny having sent it. Non-
repudiation in SDN-based VANETSs ensures that any
actions taken by a vehicle, driver, or controller can be
verified at a later stage. This property helps in preventing
the entities from denying responsibility for malicious
activities or traffic violations. This is essential for
accountability and legal enforcement.

By meeting these security requirements, VANETSs and SDN-
based VANETs may provide secure communication
infrastructure that will enhance the wvehicle safety and
reliability.

4. SECURITY ATTACKS AGAINST VANETS

The security vulnerabilities in VANETS arise from following
inherent and external factors [19]. Some of them are discussed
here:

e High Mobility and Dynamic Topology: High speeds of
vehicles and the frequent changes in network architecture
pose significant challenges in maintaining consistent
security measures.

e Real-Time Communication Requirements: The low-
latency communication for safety-critical applications in
VANETS can clash with the time-consuming processes of
secure authentication and encryption procedures leading to
security vulnerabilities.

e Decentralized Architecture: Security enforcement and
trust maintenance are challenging in decentralized
network architecture making VANETS susceptible to
different kinds of attacks.

o Heterogeneity of Devices: The presence of diverse devices
in VANETSs presents security challenges owing to their
varying capabilities and security features.

e Scalability Issues: Due to limited computing capabilities,
it is challenging to provide secure communication as the
number of vehicles in the network grows exponentially.

e Open Wireless Medium: Wireless communication is more
vulnerable to interference and eavesdropping than wired
networks. In comparison to wired networks, physical
security measures are less effective in preventing
unauthorised access.

e Trust and Identity Management: Trust building among
nodes in a very dynamic and open environment is very
challenging leading to identity spoofing risks.

e Complex Attack Surface: Due to VANETS' complicated
design, attackers are exploiting the physical, data
connection, network, transport, and application layers to
launch different types of attacks.
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e Insider Threats: Compromised VANETs nodes allow
attackers to launch internal attacks. This is a major
security risk owing to the fact that established trust
connections exist between the nodes.

o Insufficient Security Standards: VANET security
standards are undergoing evolution and their incomplete
adoption cause inconsistent in implementation across
manufacturers and devices leading to security
vulnerabilities.

In the following subsections, we categorize the security
attacks targeting VANETs based on the network
communication protocol stack. These attacks are classified
into several layers: attacks on the physical layer, attacks on
the data link layer, attacks on the network layer, attacks on the
transport layer, and attacks on the application layer.
Furthermore, these subsections also aim to illustrate the

degree to which the integration of SDN with VANETS can
mitigate these security concerns, highlighting which attacks
can be effectively addressed and which can only be mitigated
to a limited extent.

4.1. Security Attacks Against Physical Layer in VANETS

It is the responsibility of the physical layer to ensure that raw
bit streams are sent smoothly from one node to another across
physical media. When attacks are launched against the
physical layer, they have the potential to significantly hinder
the communication between two entities and to jeopardize the
network's general operation [20]. Some of the most popular
types of security attacks on the physical layer in VANETS are
shown in Table 1 and degree of mitigation of security attacks
against physical layer in VANETS through integration of SDN
is shown is Table 2.

Table 1 Security Attacks Against Physical Layer in VANETS

Sr. | Name of | Description Impact Security
No | Attack Attribute
Compromised
An attacker intentionally broadcasts | Result in loss of connection and
1 Jamming high-power radio frequency signals to | prevent vehicles from sharing Availabilit
Attack [21] interfere with legitimate | critical and emergency y
communication. messages.
An unauthorized attacker listens to
Eavesdroppin the conversation — between  two Breaches privacy and can lead to
2 PP authorized nodes to  extract NEs privacy Confidentiality.
g[22] : X o the misuse of intercepted data.
confidential communication
parameters.
GPS An attacke.r transm_lts fake GP.S Misrouting, accidents, or | Integrity,
3 . signals to mislead vehicles about their . .
Spoofing [23] : navigation errors. Authentication.
actual location.
. . . Result in loss of connection, data
Intentional or accidental interference . i
Interference - . loss, and hinder vehicles from -
4 from other electronics devices . . Availability
[24] L sharing critical and emergency
operating in the same frequency band.
messages.
Node An attacker tampers with a vehicle's Leaq. to the injection . of Integrity,
. s - malicious data and unauthorized D
5 Tampering communication hardware to gain full .~ | Authentication,
. control  of the wvehicle's ) -
[25] control over the compromised node L - Confidentiality
communication capabilities
Node An attacker alters its identity to | This attack misleads the network A
. . o L Authentication,
6 Impersonatio | impersonate a legitimate node at the | about the presence or activities Intearit
n Attack [26] | physical layer. of legitimate vehicles. grity.
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Table 2 Mitigation of Security Attacks Against Physical Layer in VANETSs Through Integration of SDN

authentication policies

Potential of
Sr. | Name of SDN to Additional Mechanism
No. | Attack SDN Usage Mitigate the | Required SDN Feature Used
Attack
. Reroutes traffic away Mitigatable . Due to Central
1 Jamming f . df . Anomaly detection for |
Attack rom jammed frequencies | uptoa signal strength changes Control
or nodes limited extent Mechanism
Ensures only authorized Mitigatable .
2 Eavesdropping | devices access the uptoa Strong encryption and - | Due to

Programmability

location data

network limited extent
. Monitors anomalies in Mitigatable
3 GPS Spoofing uptoa

limited extent

Secure positioning
systems, cryptographic
verification

Due to
Programmability

Optimizes channel Mitigatable Interference detection Due to Flow-based
Interference ; . .
4 Node allocation and uptoa systems, improved Controlling and
transmission power limited extent | signal processing Forwarding
T . Enforces strict access Mitigatable Hardware security Due to Central
ampering :
5 Node control and authenticates | uptoa modules, tamper- Control
devices limited extent | resistant hardware Mechanism
Node Manages certificates, Mitigatable .
. AN Strong encryption and | Due to
6 Impersonation | keys, and digital identities | uptoa authentication policies | Proarammabilit
Attack centrally limited extent P g y

SDN introduces additional functionalities such as centralized
control mechanism, programmability, and flow-based
management to traditional VANETs which significantly
improve the mitigation of security attacks at the Physical
Layer. Table 2 presents the degree of the mitigation of
security attacks against the physical layer in VANETS through
the integration of SDN. To achieve complete protection
against these attacks, additional mechanisms including strong
encryption and authentication techniques, anomaly detection
techniques and tamper-proof hardware should be installed in
the network.

4.2. Security Attacks Against Data Link Layer in VANETS

The transport of data from node to node with error control and
flow control is the main responsibility of the data link layer.
However, this layer is susceptible to security attacks that
interrupt the communication, compromise data integrity and
have serious impact on the performance of the network [27].
Some of the most popular types of security attacks on the data
link layer in VANETS are listed in Table 3. Table 4 presents
the degree of the mitigation of security attacks against the
data link layer in VANETS through the integration of SDN.

Table 4 illustrates that the integration of SDN with traditional
VANETS can partially mitigate several data link layer attacks
in VANETSs. However, in most cases, additional mechanisms
like strong encryption and authentication policies, anomaly

ISSN: 2395-0455
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and collision detection algorithms and secure communication
protocols are required for more comprehensive protection.

4.3. Security Attacks Against Network Layer in VANETS

The network layer is responsible for routing the data packets
from vehicles to vehicles or infrastructure. An attack on this
layer has the potential to dramatically disrupt communication,
which may result in the instability of the network and
degradation in network efficiency [27].

Some of the most popular types of security attacks on the
network layer in VANETS are shown in Table 5 and degree of
mitigation of security attacks against network layer in
VANETSs through integration of SDN is shown is Table 6.
Table 6 shows how SDN features like centralized control,
programmability, and flow-based controlling and forwarding
can be leveraged to mitigate network-layer security attacks in
VANETSs, with varying levels of success depending on the
attack and the additional mechanisms required.

4.4. Security Attacks Against Transport Layer in VANETS

The transport layer is responsible for ensuring the reliable
flow of data from vehicles to vehicles or infrastructure (end to
end device). Attacks on this layer have the potential to disrupt
the end-to-end communication, reduce the performance of the
network, and compromise the integrity of the data. Some of
the most popular types of security attacks on the transport
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layer in VANETs is shown in Table 7 and degree of

mitigation of security attacks against transport layer in
Table 3 Security Attacks Against Data Link Layer in VANETS

VANETS through integration of SDN is shown is Table 8.

Sr. | Name of | Description Impact Security
No | Attack Attribute
Compromised
Traffic The attacker passively listens to | Breaches privacy and can result | Confidentiality
1 Analysis network traffic to capture and analyse | in the misuse of collected
Attack [24] sensitive information. sensitive information.
Beaconing An attacker sends frequent, false | Results in increased network | Availability,
2 Attack [28] beacon messages causing network | load and reduced performance Integrity
congestion.
Replay The attacker repeats or delays | Causes erroneous network | Integrity,
3 Attack [29] previously captured valid data frames. | responses due to misleading | Authentication
information flow
Identity An attacker gains access network in | Misleads other vehicles and | Authentication
4 Spoofing [30] | an unauthorized way by spoofing | causes potential network chaos | , Integrity
MAC address.
Collision The attacker transmits data frames | Degrades network performance | Availability
5 Attack [31] simultaneously with another node, | and causes data loss
causing collisions.
Resource An attacker floods the network with | Reduces network efficiency and | Availability
6 Exhaustion fake frames to consume bandwidth, | can lead to network failure
Attack [16] memory, and processing capacity
Bit Flipping | An attacker alters bits within a data | Causes data corruption and | Integrity
! Attack frame to corrupt the data. increases retransmissions
8 Man-in-the- A malicious node intercepts and | Results in loss of data | Confidentiality
Middle potentially  alters  communication | confidentiality and data | , Integrity,
Attack [32] between two legitimate nodes. manipulation Authentication
Table 4 Mitigation of Security Attacks Against Data Link Layer in VANETS Through Integration of SDN
Potential of
Sr. SDN to Additional Mechanism
No. Name of Attack | SDN Usage Mitigate the | Required SDN Feature Used
Attack
Monitors and controls Mitigatable
1 Traffic traffic flows to detectand | uptoa Anomaly detection, Due to Central
Analysis Attack | prevent unauthorized limited traffic encryption Control Mechanism
traffic analysis extent
. Centralized control to
Beaconing . - . Secure beacon Due to
2 Attack \t;erlfy and authenticate Mitigatable message protocols Programmability
eacon messages
Uses time-stamping and Mitigatable Cryptographic Due to Flow-based
) uptoa . .
3 Replay Attack | sequence checking to limited techniques, secure Controlling and
detect replayed messages extent timestamping Forwarding
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Mitigatable
4 Identity Manages digital identities | uptoa Strong encryption and | Due to
Spoofing and certificates centrally | limited authentication policies | Programmability
extent
Dynamically reroutes Mitigatable
Collision traffic and adjusts uptoa Collision detection Due to F.IOW based
5 - R . Controlling and
Attack transmission parameters limited algorithms -
. e Forwarding
to avoid collisions extent
R Centralized resource Mitigatable
esource . N
; management to monitor uptoa Rate limiting, anomaly | Due to Central
6 Exhaustion S . .
and control resource limited detection Control Mechanism
Attack
usage extent
o Monitors data integrity Mitigatable Redundant
Bit Flipping . uptoa - Due to
7 and uses error-checking S transmission, error- -
Attack X limited . Programmability
mechanisms correcting codes
extent
Centralized Mitigatable
8 Man-in-the- authentication and uptoa Strong encryption and | Due to Central
Middle Attack | encryption of all limited mutual authentication | Control Mechanism
communications extent
Table 5 Security Attacks Against Network Layer in VANETS
Sr. | Name of Description Impact Security
No | Attack Attribute
Compromised
Sybil Attack | The attacker produces multiple fictitious Results in incorrect information | Authenticatio
1 [17] identities to disturb normal VANET about traffic density, routing, n, Integrity
operations by spreading fake messages and resource allocation.
Wormhole Two malicious nodes establish a private Results in short paths controlled | Integrity,
2 Attack [33] | link between distant locations to replay by the malicious nodes, Authenticatio
messages. disrupting routing protocols. n
Replay The attacker fraudulently repeats or delays | Cause network loops and Integrity,
3 Attack [34] | valid data packets to create confusion or erroneous responses due to Authenticatio
trigger unintended actions misleading information n
Black Hole | A malicious node falsely advertises itself | Causes loss of data packets and | Availability.
Attack [35- | as having the best route to the destination, | disrupted communication
4 36] and then drop all of the packets received
by it on being an immediate node on the
selected route.
Gray Hole An attacker selectively drops packets, Causes data loss, unreliable Availability
5 Attack [37] | creating intermittent communication delivery, and degraded network
issues. performance
Routing The attacker floods the network with Exhausts bandwidth, memory;, Availability,
6 Table bogus announcements to consume and processing capacity, causing | Integrity
Overflow resources and overflow routing tables network crashes.
Attack [38]
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Selfish Selfish nodes send their own packets via Disrupts communication and Availability
7 Node Attack | other nodes but refuse to forward packets | decreases network reliability
[39-41] from other nodes
Routing Fake routing information is broadcasted Results in transmission through | Integrity.
8 Table by the attacker node to poison the routing | non-existent routes, leading to
Poisoning tables of other benign nodes. network instability.
Attack [42]
Sinkhole An attacker node attracts data traffic by Causes data loss, misrouting, Availability,
9 Attack [43] | falsely claiming to have the best route, and disrupted communication Integrity
then drops or manipulates the packets
Location The attacker monitors traffic to gather Compromises the privacy of Confidentialit
10 | Disclosure information about nodes and routes for vehicles and routes y.
Attack [44] | malicious purposes
Position The attacker sends false or manipulated Misleads information about Integrity,
11 | Falsification | information about position to disrupt navigation and routing Authenticatio
[45] location-based services n
Identity The attacker advertises fake identities (by | Misleads other nodes and causes | Authenticatio
12 | Spoofing spoofing IP address) to gain unauthorized | network chaos n, Integrity
[46] access or disrupt network functioning
Packet The attacker intentionally drops data and Causes data loss, reduced Availability
13 | Dropping routing packets to disrupt communication. | reliability, and disrupted
[47] communication
Malicious The network is flooded with bogus Leads to network congestion Availability
14 | Flooding packets by the attacker node to consume and degraded performance
[48] network bandwidth and other resources.
Node The attacker quickly alters its identity and | Misleads communication and Authenticatio
15 | Impersonati | provides fake information to other nodes. | causes data breaches n, Integrity
on [49]
Collusion Multiple malicious nodes collaborate to Amplifies the impact and Integrity,
16 | Attack [50] | launch attacks and disrupt network increases network instability Availability
functioning.
Routing The attacker advertises routes to create Consumes resources and Availability,
17 | Loop Attack | routing loops and waste resources. increases transmission delays Integrity
[51]
Table 6 Mitigation of Security Attacks Against Network Layer in VANETSs Through Integration of SDN
Potential of
Sr. SDN to Additional Mechanism
No. Name of Attack SDN Usage Mitigate the | Required SDN Feature Used
Attack
Centralized
management of L
LS Strong authentication
. identities to detect - g Due to Central
1 Sybil Attack and prevent Mitigatable and digital identity Control Mechanism
R management
multiple identities
from a single node
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Monitors and L
detects abnormal Mitigatable -
. uptoa Secure localization Due to Central
2 Wormhole Attack traffic patterns R . e .
SOk limited and timing verification | Control Mechanism
indicative of extent
wormhole attacks
Uses time- -
stamping and Mitigatable Cryptographic Due to Flow-based
. uptoa . .
3 Replay Attack sequence checking limited techniques, secure Controlling and
to detect replayed extent timestamping Forwarding
messages
ﬁ%?]tirtfgrl izneg(]j to Mitigatable
4 Black Hole Attack detect and isolate up toa Collat_)oratlve . Due to Central .
- limited detection algorithms Control Mechanism
malicious nodes
- . extent
dropping traffic
Monitors traffic Mitigatable
patterns to detect uptoa Anomaly detection Due to Central
5 Gray Hole Attack selective limited algorithms Control Mechanism
forwarding extent
Controls routing
6 Routing Table table entries to Mitioatable Routing table Due to Central
Overflow Attack prevent overflow g management Control Mechanism
attacks
Monitors and Mitioatable
enforces u tog a Incentive mechanisms, | Due to Central
7 Selfish Node Attack cooperative Pt - N .
. limited behaviour monitoring | Control Mechanism
behaviour among
extent
nodes
Verifies routing Mitigatable
8 Routing Table updates and uptoa Secure routing Due to
Poisoning Attack maintains integrity | limited protocols Programmability
of routing tables extent
Detects and Mitigatable
. isolates nodes that | uptoa Anomaly detection, Due to Central
9 Sinkhole Attack attract and drop limited reputation systems Control Mechanism
traffic extent
Monitors location Mitigatable
10 Location Disclosure data and detects uptoa Encryption, secure Due to Central
Attack X limited localization techniques | Control Mechanism
anomalies
extent
Cross-checks Mitigatable
11 | Position Falsification position . uptoa Secur_e localization Due to -
information with limited techniques Programmability
multiple sources extent
Manages digital Mitigatable
. ' identities and uptoa Strong encryption and | Due to
12| Identity Spoofing certificates limited authentication policies | Programmability
centrally extent
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Mitigatable

Detects and . . Due to Flow-based

13 | Packet Dropping mitigates nodes up toa Traffic anaIyS|s_ and Controlling and

. limited anomaly detection -
dropping packets Forwarding
extent

Limits and

- . controls the rate of - Rate limiting, anomaly | Due to Central

14| Malicious Flooding traffic to prevent Mitigatable detection Control Mechanism
flooding
Centralized Mitigatable .
. S uptoa Strong encryption and | Due to Central
15 | Node Impersonation authentication of S N .
limited mutual authentication | Control Mechanism
all nodes
extent
Monitors Mitigatable
. collaborative uptoa Anomaly detection, Due to Central
16 | Collusion Attack behaviour of nodes | limited behaviour monitoring | Control Mechanism
to detect collusion | extent
Detects and Loop prevention Due to
17 | Routing Loop Attack | corrects routing Mitigatable mechanisms, routing -
Programmability
loops protocols
Table 7 Security Attacks Against Transport Layer in VANETSs
Sr. | Name of Description Impact Security
No | Attack Attribute
Compromised
Session An attacker hijacks and takes control Unauthorized access to session Confidentiality

1 Hijacking of an active session between two nodes | data, data manipulation, and , Integrity

[52] by predicting packet sequence disrupted communication

numbers
Man-in-the- A malicious node intercepts and Loss of data confidentiality, Confidentiality
Middle potentially alters communication injection of malicious data, and | , Integrity,

2 Attack [32] between two legitimate vehicles data manipulation Authentication
Denial of To block a victim from accessing Network congestion, Availability
Service available network resources, an unavailability, and degraded

3 (DoS) Attack | attacker floods them with a huge performance
[1, 52-56] number of bogus packets.

Distributed Multiple nodes perform a DoS attack Severely degraded network Availability
Denial of in a coordinated manner. performance, service disruption,
4 Service and potential network collapse.
(DDoS)
Attack [1, 52-
56]
TCPSYN An attacker sends numerous TCP SYN | Resource exhaustion, denial of | Availability.

5 Flood Attack | requests, exhausting the target node’s new connections, and potential

[57] resources. node crash.
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ACK Storm An attacker sends a high volume of Resource consumption, network | Availability.
6 Attack [58] TCP ACK packets to create an ACK congestion, and degraded
storm. performance.
Port An attacker scans target nodes for open | Identification of vulnerabilities | Confidentiality
7 Scanning ports to identify potential for further attacks. , Integrity.
[59] vulnerabilities.
8 Jellyfish (JF) | An attacker delays, drops, or reorders Increased latency, potential data | Availability,
Attack [60- data packets to degrade network corruption, and degraded Integrity.
61] throughput. performance
9 Packet An attacker injects malicious packets Misinformation, data Integrity,
Injection [62] | into an existing communication corruption, and potential Authentication
stream. exploitation of services.
Fragmentatio | An attacker sends fragmented packets | Data corruption and bypassing Integrity,
10 | nAttack [63] | to bypass security mechanisms and of intrusion detection systems Authentication
inject malicious data.
Replay An attacker fraudulently repeats or Erroneous network responses, Integrity,
11 | Attack [34] delays valid packets data corruption, and Authentication
unauthorized actions
Table 8 Mitigation of Security Attacks Against Transport Layer in VANETSs Through Integration of SDN
Potential of
Sr. SDN to Additional Mechanism
No. Name of Attack | SDN Usage Mitigate the | Required SDN Feature Used
Attack
. Monitors and controls Mitigatable Strong session Due to Flow-based
Session . uptoa - .
1 o session states and data R encryption, Controlling and
Hijacking flows limited authentication Forwardin
extent g
Centralized Mitigatable
2 Man-in-the- authentication and uptoa Strong encryption and | Due to Central
Middle Attack | encryption of all limited mutual authentication | Control Mechanism
communications extent
Denial of Monitors and controls Mitigatable
. traffic to detect and uptoa flow rate limiting, Due to Central
3 Service (DoS) . . L . .
mitigate abnormal traffic | limited anomaly detection Control Mechanism
Attack
patterns extent
Distributed Centralized traffic Mitigatable
4 Denial of analysis to detect and uptoa Distributed detection Due to Central
Service mitigate distributed attack | limited systems Control Mechanism
(DDoS) Attack | patterns extent
- SYN cookie
TCPSYN Controls and limits the . . Due to
5 Flood Attack rate of SYN packets Mitigatable Ir?ri?lﬁizglsm, flow rate Programmability
ACK Storm Monitors and limits the . N Due to
6 Attack rate of ACK packets Mitigatable Rate limiting Programmability
7 | Port Scanning | Detects and blocks Mitigatable | |ntrusion detection Due to Central
unauthorized port
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scanning activities systems Control Mechanism
Monitors traffic patterns Mitigatable
Jellyfish (JF) to detect and mitigate uptoa . Due to F.IOW based
8 ; R Anomaly detection Controlling and
Attack delays introduced by limited -
g Forwarding
malicious nodes extent
. e . Mitigatable
Packet Centrallzed_ver_l fication uptoa Strong packet Due to Central
9 S and authentication of S g .
Injection limited authentication Control Mechanism
packets
extent
Mitigatable
Fragmentation | Monitors and verifies uptoa Strong packet Due to
10 S reassembly and -
Attack packet fragments limited R Programmability
verification
extent
Uses time-stamping and Mitigatable Cryptographic Due to Flow-based
' uptoa . .
11 | Replay Attack | sequence checking to limited techniques, secure Controlling and
detect replayed messages timestamping Forwarding
extent
Table 9 Security Attacks Against Application Layer in VANETS
Sr. | Name of Attack | Description Impact Security
No Attribute
Compromised
Message Malicious entities introduce errors | Leads to information Integrity,
Tampering / or alter messages exchanged modification, misleading alerts, | Authentication
Data Corruption | between vehicles or infrastructure | compromised reliability, and
[64] potential exploitation
Privacy Breach Unauthorized access and Results in identity theft, misuse | Confidentiality
2 [65] disclosure of sensitive of personal data, and privacy
information about vehicles, violations
drivers, or passengers.
Illusion Attack / | An attacker disseminates false Causes confusion, potential Integrity
Fake Traffic alerts about road conditions to accidents, traffic jams, incorrect
3 Information / mislead vehicles or infrastructure. | routing, and safety risks.
False Alert
Generation [66]
Unauthorized Gaining unauthorized access to Leads to accessing, Confidentiality,
4 Data Access [67] | prohibited or sensitive data in manipulating critical Authentication
VANET applications. information, and potential
exploitation
False Data Injecting malicious or false data Results in misleading decisions, | Integrity.
5 Injection [68] into VANET applications to compromised functionality, and
mislead systems safety risks
Malware Injecting malicious software into | Causes data theft, service Confidentiality,
6 Injection [69] VANET applications to disruption, security Integrity,
compromise security or compromise, and malware Availability.
functionality. spread.
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Collaborative Multiple attackers work together Increases attack surface and Integrity,
7 Attack [70] to compromise VANET difficulty in detection and Authentication.
applications mitigation
On-off Attack An attacker frequently switches Causes inconsistent system Integrity.
8 [71] between benign and malicious performance and challenges in
behavior. attack identification and
mitigation.
Firmware or Exploiting vulnerabilities in Compromises vehicle control, Integrity,
9 Software vehicle firmware or software for data integrity, and potentially Authentication.
Exploitation [72] | unauthorized access or disrupts the network
manipulation

Table 8 shows how SDN's core features such as centralized
programmability and flow-based controlling can
effectively mitigate various attacks at the transport layer
mechanisms
authentication, anomaly detection, and rate limiting are often

control,

though

additional

required for full protection.

4.5. Security Attacks Against Application Layer in VANETS

like encryption

and

be provided to infrastructure and vehicles. The security
attacks at this layer will results in the manipulation of data,
and violation of security and privacy. Some of the most
popular types of security attacks on the application layer in
VANETSs are shown in Table 9 and degree of mitigation of

security attacks against application layer in VANETS through

The application layer encompasses the software and protocols
that make it possible for certain applications and services to
Table 10 Mitigation of Security Attacks Against Application Layer in VANETS Through Integration of SDN

integration of SDN is shown is Table 10.

Potential of .
S SDN to Addltlor]al
"~ | Name of Attack | SDN Usage - Mechanism SDN Feature Used
No. Mitigate the Required
Attack g
Messagg Centralized monitoring Mitigatable up | Strong encryption Due to Flow-based
Tampering / A o .
1 Data and verification of to a limited and message Controlling and
. message integrity extent authentication Forwarding
Corruption
Ensures access control Mitigatable up | Strong encryption
. X A Due to Central
2 Privacy Breach | and monitors data access | to a limited and access control .
. Control Mechanism
centrally extent policies
Illusion Attack
/ Fake Traffic Centralized validation Mitigatable up | Secure data Due to Flow-based
3 Information / and verification of traffic | to a limited verification Controlling and
False Alert information extent mechanisms Forwarding
Generation
. . Strong
Unauthorized Centralized enforcement . L Due to Central
4 L Mitigatable authentication and .
Data Access of access control policies - Control Mechanism
authorization
False Data Verlfles_ d_ata integrity and Mltlg_atgble up Cryptographic Due to F_Iow-based
5 T authenticity before to a limited A Controlling and
Injection . verification of data .
forwarding extent Forwarding
Monitors and controls the | Mitigatable up | Intrusion detection
Malware o Due to
6 - flow of data to detect and | to a limited systems, malware -
Injection L ’ Programmability
block malicious content extent signatures
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Collaborative
Attack

Monitors and analyses
collaborative behaviours
to detect anomalies

Mitigatable up
to a limited
extent

Anomaly detection
algorithms

Due to Central

Control Mechanism

On-off Attack

Centralized monitoring of
node behaviour to detect
and mitigate on-off
patterns

Mitigatable up
to a limited
extent

Anomaly detection,

behaviour analysis

Due to Central

Control Mechanism

Firmware or
Software
Exploitation

Centralized management
and verification of
firmware and software

Mitigatable up
to a limited
extent

Secure boot
mechanisms,
cryptographic
verification

Due to
Programmability

updates

Table 10 demonstrates how SDN's centralized control,
programmability, and flow-based control mechanisms can be
leveraged to mitigate security attacks at the application layer
in VANETSs. However, the success of these mitigations often
depends on the integration of additional mechanisms such as
strong encryption and message authentication, intrusion
detection systems and secure data verification.

5. SECURITY ATTACKS IN SDN-BASED VANETS

It is possible to enhance the network administration and
flexibility by integrating the functions of SDN with VANETS.
However, this strategy also offers a unique set of security
risks owing to the integrated approach of both complex
architectures. The security wvulnerabilities in SDN-based
VANETSs arise from the inherent features of SDN mainly due
to central control mechanism, programmability and flow-
based controlling and forwarding [7-8, 73,74]. Some of
security vulnerabilities in SDN-based VANETSs are discussed
here:

e Complex Architecture: Integration of SDN in VANETS
complicates the job of finding and securing all the
vulnerabilities and even secure interoperability between
controllers of SDN and VANET components is also a big
challenge.

e Centralized Control Plane Vulnerabilities: The controller
being the central sole point for decision-making and all
operations of network makes it an easy target for
attackers. By compromising the SDN controller, attackers
can easily modify network policies and cause network
services to malfunction. As a result, the controller's
security is a critical issue that must be addressed in order
to defend the entire network.

e Mobility and Dynamic Topology: Any effort towards
continuous security enforcement is complicated in SDN-
based VANETS due to the high mobility of vehicles and
frequent changes in network topology.

e Data Plane Vulnerabilities: In an SDN-managed VANET,
compromised devices have the ability to introduce

ISSN: 2395-0455

malicious traffic and obstruct communication by taking
advantage of data plane vulnerabilities that impact both
SDN and VANET components. SDN risks to the control
and application layers are amplified by vehicle mobility
and openness in the data plane. As a result, the data plane
should be secured with proper authentication mechanism.

Interface  Vulnerabilities: Insecure northbound and
southbound APIs may enable man-in-the-middle attacks in
SDN-VANET connection owing to poor encryption and
authentication. The security and lack of standardisation of
APIs are major issues that are required to be address.

Resource Constraints: Vehicles' limited processing and
storage capacity limit the use of strong authentication and
encrypted security protocols, influencing performance and
scalability trade-offs in integrated network security
measures.

Insider Threats: Legitimate nodes in VANETs can be
compromised for internal attacks, and unlawfully access to
SDN controllers or VANET devices can lead to malicious
configurations or policies in the networks.

Trust and Identity Management: Establishing trust among
the mobile nodes in integrated networks is very
challenging. The security risks involving identity spoofing
are heightened due to lack of proper identity management
across SDN and VANET components.

Lack of Standardization: There is a lack of standardised
security protocols, which results in uneven security across
SDN-VANET settings. This creates challenge in
maintaining interoperability and strong security across
diverse implementations.

Real-Time Communication Requirements: The low-
latency communication for safety-critical applications in
VANETS can clash with the time-consuming processes of
secure authentication and encryption procedures in SDN
based VANETs which might possibly compromise
security protocols in order to fulfil fast response
requirements.

©EverScience Publications 790



International Journal of Computer Networks and Applications (IJCNA)
Volume 11, Issue 6, November — December (2024)"

DOI: 10.22247/ijcna/2024/47

e

=\

REVIEW ARTICLE

e Privacy Concerns: The integration of SDN with VANETS
raises concerns about privacy breaches and location
tracking without adequate anonymization.

o Network Monitoring and Forensics Challenges: It is
highly required to have sophisticated monitoring and
analysis tools in order to achieve visibility and identify
critical attacks in integrated SDN-VANET networks due
to inherent complexity and variety of vulnerabilities that
are associated with both architectures.

o Interoperability between Multiple Controllers: In
distributed SDN architecture, the interoperability between
multiple controllers can also be a source of vulnerabilities
to be exploited by the attackers.

In this section, we have described the security attacks against
SDN-based VANETs in accordance to the three-layer
architecture of SDN. These attacks demonstrate how the
unique features of SDN, such as its central control
mechanism, programmability, and flow-based controlling, can
introduce new security vulnerabilities in VANETS across the
control, data, and application planes. These attacks include
attacks on the control plane, data plane and application plane

along with their impacts, target components in integrated
SDN-VANETs and the features of integrated SDN-VANETSs
exploited by the attacker. The security attacks against data
plane/ layer in SDN-based VANETSs are shown in Table 11.
These security attacks mainly exploit the flow-based
controlling and forwarding feature of SDN. The security
attacks against control plane/ layer in SDN-based VANETS
are shown in Table 12. These security attacks mainly exploit
the central control mechanism feature of SDN. The security
attacks against application plane/ layer in SDN-based
VANETSs are shown in Table 13. These security attacks mainly
exploit the programmability feature of SDN. In the last, the
security attacks against multiple planes and APIs in SDN-
based VANETS are shown in Table 14.

Table 11 demonstrates that how the central control
mechanism, flow-based controlling and forwarding, and
programmability features of SDN can be exploited by the
attackers when integrated with VANETs. These features
introduce new vulnerabilities in the data plane of SDN-based
VANETSs that attackers can easily exploit to target the SDN
Controller, VANET nodes, SDN switches, and communication
channels.

Table 11 Security Attacks Against Data Plane/ Layer in SDN-Based VANETS

Sr. | Name of Attack | Description Impact Target SDN Feature
No Components exploited
1 Spoofing Attackers impersonate Misrouting, SDN Controller, | Central control
Attacks [75] legitimate nodes to inject unauthorized VANET nodes mechanism, Flow-
false information access based controlling
and forwarding
2 Flow Table Attackers flood SDN Controller SDN Switches Flow-based
Overflow switches' flow tables with performance controlling and
Attacks [8,76] excessive flow rules. degradation, forwarding
Switch
performance
degradation,
packet loss
3 Packet Sniffing | Attackers capture packets to Sensitive data Communication | Flow-based
Attacks [77] gain sensitive information leakage channels controlling and
forwarding
4 Wormhole Attackers create a tunnel to Route disruption | Communication | Flow-based
Attacks [7] replay packets in different channels, controlling and
parts of the network VANET nodes forwarding
5 Jamming Attackers disrupt Communication | VANET nodes, Flow-based
Attacks [7, 8] communication by disruption Communication | controlling and
overwhelming the network channels forwarding
with interference
6 Routing Loop Attackers create routing loops | Network SDN Controller, | Flow-based
Attacks [78] causing network congestion congestion VANET nodes controlling and

ISSN: 2395-0455

©EverScience Publications

791



International Journal of Computer Networks and Applications (IJCNA)

DOI: 10.22247/ijcna/2024/47

Volume 11, Issue 6, November — December (2024)

;%MV
7

=\

‘)?

REVIEW ARTICLE

disruption, data
integrity issues

forwarding

9 Eavesdropping | Attackers capture data Data breach, Communication | Flow-based

[79] packets to extract sensitive privacy channels, SDN controlling and
information violation Switches RSUs, | forwarding
VANET nodes

10 | Traffic Analysis | Attackers analyze traffic Privacy breach, | SDN Switches, Flow-based
[80] patterns to infer sensitive network VANET nodes controlling and

information reconnaissance forwarding

11 | Packet Compromised switches drop | Data loss, SDN Switches Flow-based
Dropping [81] packets instead of forwarding | service controlling and

them degradation forwarding

12 | Side-Channel Attackers use indirect Unauthorized SDN Controller, | Flow-based
Attacks [82] methods to gather physical information VANET nodes controlling and

information about the retrieval forwarding
network (analysis of power to
break cryptography)

13 | False Data False data is injected into the | Incorrect SDN Controller, | Programmability,
Injection network by attackers to network VANET nodes, Flow-based
Attacks [83] mislead the decision-making | decisions, SDN Switches controll!ng and

processes. Network forwarding

14 | Blackhole

Compromised nodes drop

Packets loss

VANET nodes,

Programmability,

nodes, Data
Plane

Attacks [84] packets instead of forwarding SDN Controller | Flow-based
them controlling and
forwarding
15 | Grayhole Selectively dropping packets | Selective VANET nodes, Programmability,
Attacks [85] to avoid detection packets loss SDN Controller | Flow-based
controlling and
forwarding
16 | Switch Attackers gain control of Traffic SDN Switches Programmability
Compromise SDN switches to manipulate | manipulation
Attacks [86] traffic
17 | Man-in-the- Attackers intercept and Data Communication | Programmability,
Middle (MitM) | manipulate communication interception, channels Flow-based
Attacks [87-88] | between nodes modification between SDN controlling and
Controller and forwarding

18 | Replay Attacks

Attackers replay captured

Unauthorized

Communication

Programmability,

19 | Traffic Sniffing
[80]

important network data,
especially at network joints

interception,
potential data

Network joints,
flow rules

[7] packets to execute actions channels, SDN Flow-based
unauthorized actions Controller, Data | controlling and
Plane forwarding
Accessing and analysing Data

Central control
mechanism,
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and important elements breaches programmability
20 Filling the buffer with Data loss, Flow-based
Buffer . network .
Saturation [89] excessive data to prevent performance Data plane controlll_ng and
normal data processing q . forwarding
egradation
21 | Link Layer
Discovery Network Southbound =
. ow-based
Protocol Exploiting LLDP to create topology Interface ling and
(LLDP) incorrect network topologies | manipulation, Attacks, Data 1(::ontro ng
; . . . orwarding
Manipulation data misrouting | Plane
[90]
Table 12 Security Attacks Against Control Plane/ Layer in SDN-Based VANETS
Sr. | Name of Attack | Description Impact Target SDN Feature
No Components | exploited
1 Decentralized Attackers disrupt Segment isolation, | Decentralize | Central control
Controller synchronization between network partition d mechanism
Synchronization | decentralized SDN controllers,
Attack [91] controllers managing VANET Inter-
segments segment
communicati
on
2 Multi-Controller | Attackers partition SDN- Controller isolation, | SDN Central control
Partitioning based VANETSs by network Controller mechanism
compromising segmentation communicati
communication between on, VANET
multiple SDN controllers nodes
3 Topology Attackers inject false Incorrect routing SDN Central control
Poisoning topology information to information Controller, mechanism and
Attacks [92, 93] | mislead the controller Routing Programmability
algorithms
4 Controller Attackers gain control of the | Total control over SDN Central control
Hijacking SDN controller to manipulate | network Controller mechanism
Attacks [94] the operation of the networks
5 Control Control messages sent Incorrect network SDN Central control
Message between the controller and state, Controller, mechanism and
Tampering [95] | network devices are tempered | misconfiguration SDN Programmability
by attackers Switches
6 Control Plane Attackers isolate the control Loss of network SDN Central control
Isolation [96] plane from data plane devices | control, service Controller, mechanism
disruption SDN
Switches
7 Inter-Controller | Attackers disrupt Controller isolation, | SDN Central control
Communication | communication between network Controllers | mechanism
Attack multiple controllers in a segmentation
distributed SDN environment
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8 Control Plane Attackers manipulate control | Network instability, | SDN Central control
Manipulation plane messages to disrupt or | service disruption Controller, mechanism,
[97] alter network operations VANET Programmability
nodes
9 Hierarchical Attackers exploit hierarchical | Unauthorized Authorizatio | Central control
Authorization authorization structures in control, policy n mechanism
Escalation [98] | SDN to escalate privileges violation frameworks,
and gain unauthorized access SDN
Controller
10 | Controller Attackers consume the Sluggish network SDN Central control
Resource controller’s resources to response, service Controller mechanism
Exhaustion [99] | degrade its performance degradation
11 | Time Attackers manipulate time Traffic coordination | Time Flow-based
Synchronization | synchronization protocols in | failure, safety risks | synchronizat | controlling and
Manipulation SDN-based VANETS to ion forwarding,
[100] disrupt coordinated actions protocols, Programmability
Control
Plane,
VANET
nodes
12 | Link Fabrication | Attackers create fake links in | Fake network SDN Central control
Attacks [101] the network topology topology Controller mechanism,
Programmability
13 | Policy Violation | Attackers exploit gaps in Unauthorized SDN Central control
Exploitation policy enforcement network access, Controller, mechanism,
[102] mechanisms of SDN data breach Security Programmability
controllers to gain policies
unauthorized access
14 | Virtual Network | Attackers bypass virtual Data leakage, Virtualized Programmability
Isolation Bypass | network isolation privacy violation network
[103] mechanisms in SDN to gain components,
unauthorized access to SDN
sensitive traffic Controller
15 | Protocol-level Attackers exploit Protocol Protocol Programmability
Vulnerability vulnerabilities in SDN-based | compromise, implementat
Exploitation protocol implementations to network instability | ions, SDN
[104] gain unauthorized control Controller
over network functions
16 | Deformed Injecting suspicious control Abnormal network | Control
Control Packets | packets to induce abnormal behaviour, potential | Plane, SDN | Programmability,
Injection [80] switch behaviour and expose | vulnerability Switches, Central control
network vulnerabilities exploitation control mechanism
packets
17 | Centralized Coordinated SDN
Botnet Utilizing central control to Controller, Central control
Command and issue commands a'gtacks: large-scale vehicles mechanism
disruptions
Control [105] nodes
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18 | Password Predicting or brute-forcing Unauthorized Central control
. - . Non-SDN .
Guessing or user passwords to gain access, potential devices mechanism,
Brute Force [80] | network access data breaches programmability
19 Controller Compromise of the central Network ‘.N'd.e SDN
. compromise if the Central control
Compromise controller by attackers affects . controller, .
. . controller is mechanism
[106] the Data plane's security . Data plane
compromised

Table 12 demonstrates that the control plane in SDN-based
VANETSs is highly vulnerable to attacks that exploit the
central control mechanisms and programmability, making it a
key target for attackers. These attacks can result in serious
consequences, including network partitioning, data breaches,
unauthorized access, and controller compromise, ultimately
disrupting the overall functionality of the VANET.

Table 13 emphasizes that the application plane in SDN-based
attacks
exploiting the network's programmability, especially through
compromised applications and policies. These attacks can
including unauthorized
network manipulation, data breaches, and service disruptions,
directly affecting the security and integrity of VANETS.

Table 13 Security Attacks Against Application Plane/ Layer in SDN-Based VANETSs

VANETSs

result

in severe consequences,

is particularly vulnerable to critical

Sr. | Name of Attack | Description Impact Target SDN Feature
No Components exploited
1 Application Attackers gain control of Unauthorized SDN Programmability
Layer Hijacking | applications interacting with network Applications,
[107] the SDN controller manipulation, SDN Controller
data theft
2 Application Attackers exploit Unauthorized SDN Programmability
Policy Violation | vulnerabilities in application | access, policy Applications,
[108] policies to bypass security breaches SDN Controller
measures
3 Application Attackers intercept and Data integrity SDN Programmability
Communication | manipulate communication issues, Applications,
Attack [108] between SDN applications unauthorized SDN Controller
and the controller actions
4 Cloud-based Attackers compromise SDN- | Service Cloud Central control
Service Provider | based cloud service providers | disruption, data | infrastructure, mechanism,
Compromise managing VANET resources | breach Application Programmability,
[109] to gain unauthorized access Plane, SDN API
Controller
5 Malicious Attackers inject malicious Network SDN Programmability
Application applications to manipulate disruption, data | Applications,
Injection [110] network behavior breaches SDN Controller
6 . - Unauthorized Data transfer
Inserting malicious add-ons data access and
Add-ons [111] or plugins to manipulate data network ' management, Programmability
or network behaviour . . Application
manipulation Plane

ISSN: 2395-0455

©EverScience Publications

795



International Journal of Computer Networks and Applications (IJCNA)
DOI: 10.22247/ijcna/2024/47

Volume 11, Issue 6, November — December (2024)

e

‘)?

=\

REVIEW ARTICLE

Table 14 Security Attacks Against Multiple Planes/ Layers in SDN-Based VANETS

Sr. Name of Attack | Description Impact Target SDN Feature Planes
No Components exploited

Denl_al of Attackers over_vvhelm the Sgrwce_ SDN Controller. Central _control Data Plane,

Service (DoS) network especially SDN | disruption, mechanism, Flow-

1 . - RSUs, VANET . Control

Attacks [112- controller with traffic, network Nodes based controlling Plane

122] rendering it unusable unavailability and forwarding

Distributed . :

Oonilor | O o | SO Contalr | SO0t e,

2 service (DDoS) causing a denial of , aralysis RSUs, VANET based contrbllin Control

Attacks [112- 'ng paraly Nodes "ing Plane

122] service and forwarding

FIOW- Rule_ Traffic Flow-based

Manipulation /| Attackers alter flow hijacking, SDN Switches, controlling and Data Plane,

3 | Modification rules in switches to network Data Plane, forwar ding Control

[123] misroute traffic inefficiencies, Control Plane p g,b'l' Plane

data leakage rogrammability
. Central control
Sybil Attacks Attac_kers .C'Teate mu Itiple Network VANET nodes, | mechanism, Flow- Control
4 fake identities to disrupt - . Plane, Data
[7] the network confusion SDN Controller | based controlling Plane
and forwarding
Data Plane, Central control
Inaccurately configured | Network Control Plane, mechanism Data Plane,
. . . or left insecure the flow | performance Application ' Control
Misconfiguratio . ' . Programmability,
5 rules stored in the flow issues, potential | Plane, Flow Plane,

n [124] . X Flow-based Y
tables of OpenFlow misrouting of tables, controlling and Application
switches data OpenFlow f di g Plane

switches orwarding
Unauthorized Data Plane, Central control
Lack of Absence of robust access to the Control Plane, mechanism Data Plane,
Authentication authentication and network, Application ' Control
S . Programmability,
6 and authorization potential Plane, Flow-based Plane,
Authorization mechanisms for insertion of Applications controlling and Application
[79] applications malicious within the SDN ng Plane
. . forwarding
applications environment
API Attackers exploit APls
7| Exploitation exposed by SpDN Data leakage, | SDN Programmability, | Sont!

[125] aoolications to aain unauthorized Applications, AP ' Plane,

PP X 9 control SDN Controller Interfaces
unauthorized access

Programmable Injecting malware into Network-wide Application Control

8 Malware the network via compromise, plane, SDN Programmability Plane,

Injection [126] programmable interfaces | data breaches. controller Interfaces

Table 14 highlights a range of security attacks that can impact
various planes of SDN-based VANETS. It also emphasizes
how vulnerabilities stemming from SDN's inherent features
can undermine the network's integrity, availability, and
mechanism  and

confidentiality. The
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central

control
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programmability of SDN play critical roles in both facilitating
these attacks and offering potential avenues for their
mitigation, underscoring the need for robust security measures
across all layers of the network.
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6. FUTURE RESEARCH DIRECTIONS

e Researchers should make the effort to discover unseen
attacks within the integrated SDN-VANET framework,
focusing on vulnerabilities introduced by the integration of
SDN.

o Researchers should investigate cutting-edge cryptographic
methods to develop stronger authentication and
authorization mechanisms for SDN-based VANETS.

o Researchers should explore the applications of machine
learning and artificial intelligence to design real-time
intrusion detection systems capable of detecting and
responding to threats in SDN-based VANETS.

o Researchers should develop real-time anomaly detection
systems using big data and analytics to quickly identify
and mitigate potential threats in SDN-based VANETS.

o Researchers should investigate the influence of emerging
technologies such as Al, quantum computing, and 5G on
the security landscape of SDN-based VANETS, focusing
on both risks and security enhancements.

o Researchers should develop innovative strategies to
enhance the control plane's resilience against attacks such
as controller hijacking, control message tampering, and
other vulnerabilities unique to SDN.

o Researchers should investigate the use of blockchain
technology to implement decentralized trust and security
mechanisms for safeguarding communication and data
integrity in SDN-based VANETS.

o Researchers should pay attention to the development of
integrated security frameworks that span across different
network planes (application, control, and data) to improve
the overall security posture of SDN-based VANETS.

e Researchers should pay attention to design realistic
testbeds and simulation environments for evaluating the
security and performance of SDN-based VANETS under
various attack scenarios.

e Researchers should develop the secure methods to ensure
secure and private data transmission within SDN-based
VANETs while allowing efficient communication,
especially when handling critical information.

7. CONCLUSION

In conclusion, the convergence of SDN with VANETS can be
seen as an innovative solution that can effectively tackle many
challenges faced by traditional VANETs. The inherent
characteristics of SDN are well suited to address the
challenging requirements of traditional VANETS such as
requirement of high throughput, efficient management of high
mobility of vehicles, low communication latency, and the

ISSN: 2395-0455

ability to effectively handle the heterogeneity and scalability
of vehicles. However, in this paper, the convergence of SDN
with traditional VANETSs can be seen as twofold by nature
particularly concerning secure network communication. On
one hand, the inherent features of SDN assist the traditional
VANETSs in the effective functioning of various VANETS
services as well as in addressing the some of the security
vulnerabilities of VANETS. On the other hand, this integrated
architecture of SDN with VANETS introduces new security
vulnerabilities due to the intrinsic characteristics of SDN.
SDN-based VANETs may be more prone to security
vulnerabilities  than  traditional VANETs due to
the implementation of the logically centralized network
control mechanism and the continued growth in cyber-attacks.
Despite these challenges, the researchers have paid little
attention to designing robust security solutions for SDN-based
VANETSs. The study presented in this paper is an attempt to
provide researchers the domain knowledge of the specific
security issues in both traditional VANETs and SDN-based
VANETSs. This study will help the researchers in better
understanding these vulnerabilities as well as motivate them
to design strong security solutions for securing the network
operations of SDN-based VANETs. As future work, we
recommend that researchers should leverage the potential of
emerging technologies including artificial intelligence,
machine learning and blockchain technology to design the
strong security solutions for SDN-based VANETS.
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