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Abstract –There exists many security primitives which use an 

alphanumeric password which uses hard cryptographic 

methods. Also the users struggle to remember the password for 

various internet services and if the user has a same password for 

various services then it is insecure. To avoid this, graphical 

passwords are designed and made more secure, memorable and 

also easier to use since the user is going to just click certain 

passpoints rather than typing an alphanumeric password. 

However, this scheme has achieved a limited success and due to 

its simple architecture it is not used widely. Passpoints also 

suffer a major drawback of shoulder surfing attacks when the 

passpoints are exposed in front of others. So to improve the 

security of this system we introduce a new system called 

Passpoints for Random Similar Images (PRSIm). This system 

use a set of similar images and have a common passpoints from 

which the password is been derived. While logging in a user a 

random image is generated and displayed from which the user 

have to identify a common passpoints which is already 

registered. So the user clicks the passpoints to derive the 

password which confuses the attackers while we have multiple 

login in front of them. Thus it is more secure than any other 

passpoints scheme and also eliminates the shoulder surfing 

attacks which are analyzed and the results are been given. 

 Index Terms – Graphical Passwords, Passpoints, authentication, 

tolerance value and security. 

1. INTRODUCTION 

In today’s world, network security is formulated as a major 

problems and it is a technical issue for all the internet security 

systems. The alphanumeric passwords are used from the 

traditional systems which have usability problems where the 

users cannot maintain or remember various passwords for 

various web services. Now a days the technologies are 

developed that a password cracker can identify about 80% of 

passwords within 30 seconds which is done by a security team 

in a large company. On the other hand the passwords which 

are more secure and difficult to crack are very difficult to 

remember, also people will use a single password for different 

accounts or services because they can only remember a 

limited number of passwords [1, 2]. 

In order to improve the password authentication scheme there 

are many alternatives which have been proposed e.g. 

Biometrics, Token based authentication, Graphical 

Passwords, Multiple factors scheme which uses two or more 

authentication schemes. Here we are going to focus on single 

factor scheme. Numerous graphical password related schemes 

are given survey among which some common password 

systems are [3], 

1. Recognition based systems. 

2. Pure recall based systems. 

3. Cued recall based systems. 

In Recognition based systems the user can choose an image, 

icon, or a symbol from a large collection which is used for 

authentication [4]. The Recognition based schemes are very 

easy to remember but it takes a large space for storing the 

passwords and requires many rounds for image recognition 

which makes the system tedious. 

In Pure recall based systems the user need to reproduce the 

passwords without any cues or hints. The best example for 

this scheme is Draw a Secret (DAS), where a peculiar shape is 

drawn in a grid [5]. The user should reproduce the same shape 

to authenticate them. The system is simple and quick to use 

but have shoulder surfing problems. 

In Cued recall based systems the image is shown on a screen 

and the user should click on a few points which are pre-

defined by them during registration [6]. So the user should 

click on the correct regions to log in thus it is more secure and 

thus solves shoulder surfing problems. 
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Thus after the usage of CAPTCHA, which is the mechanism 

used for BOT protection [7] the graphical passwords came 

into existence to eradicate the difficulties in traditional 

password system. And the graphical passwords are more 

attractive and new to the user and many systems using 

graphical passwords came to existence which overcomes the 

alphanumeric password systems [8]. As already mentioned 

humans have tendency to choose weak passwords and 

similarly for DAS systems it is proved that humans choose 

mostly predictable patterns [24]. In this paper we focus about 

the passpoint systems and usage of some similar natural 

images with the click based Blonder graphical system and 

develops a system called Passpoints for Random Similar 

Images (PRSIm), where similar images are generated for each 

login which has exactly same passpoints. Similarly, several 

images are generated which have same properties and the 

discretization grids for the system recognizes the password. 

2. RELATED WORK ON VARIOUS AUTHENTICATION 

TECHNIQUES 

The user authentication are been categorized into three main 

mechanisms, they are Authentication using Biometrics 

(something you are), Authentication using Tokens (something 

you have), Authentication using Knowledge (something you 

know) [6, 24] 

2.1 Authentication using Biometrics 

This process refers to the identification of some physical or 

behavioral characteristics of the user which is unique  

includes fingerprints, palm print, knuckle print, iris scan, 

handwritten images, voice recognition and many more. In 

spite of the fact that biometrics are the most efficient and easy 

to use, it is very expensive to implement and cannot be 

adopted for the online services [9, 10]     

 2.2 Authentication using Tokens 

Authentication process is a technique which requires the user 

to present a token, these tokens cannot be easily stolen, 

reproduced or forgotten. But an additional hardware is needed 

which cannot be provided for online services since it is 

inconvenient [11].  

2.3 Authentication using Knowledge 

The main categories of this authentication method is Textual 

Passwords and Graphical Passwords where we are going to 

concentrate on the graphical passwords which includes 

recognition-based, recall based and cued-recall based 

techniques. To pass the authentication in the recognition 

based techniques the earlier selected images should be 

identified by the user during the registration phase. In the 

recall based authentication the user must reproduce the 

created or selected points from a specific image during login 

[12]. Where as in Cued recall based authentication the user 

must select the set of points in a specific order accurately 

which the user has registered already. 

3. ALGORITHMS FOR VARIOUS GRAPHICAL 

PASSWORDS 

3.1 Triangle Algorithm 

Triangle algorithm was developed in 2002 by Sobrado and 

Birget [13], which is mainly dealt with shoulder surfing 

problem, in this algorithm the user is asked to select a certain 

number of objects from N number of proposed objects (may 

be a few hundred or few thousand). To authenticate the user 

has to select the previously selected objects from the proposed 

images. But the objects are been shuffled and appears in 

different locations. The main disadvantage of this algorithm is 

the system is crowded and it is very difficult for the user to 

distinguish the images. 

 

Figure 1. Authentication in Triangle Algorithm 

3.2 Passface Algorithm 

The Passface algorithm was developed by Brostoff and Sasse 

in 2000 [14] who proposed a new graphical scheme. The user 

is been asked to select a certain number of images of human 

faces from a database of images containing different human 

faces. During authentication the user must recognize the 

previously selected images from a grid in a shuffled manner. 

The people can select the images based on some obvious 

behavioral pattern then it can be easily predictable [18] so the 

system is more vulnerable on various attacks. 

 

Figure 2. Authentication using Passface Algorithm 
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3.3 Draw a secret Algorithm 

The DAS Algorithm was proposed by Jermyn, Mayer, 

Monrose, Reiter, and Rubin in 1999 [15], in which the user is 

allowed to draw a unique pattern password in a 2D grid 

during registration and stored as an order of the pattern. 

During authentication the user redraws the pattern by 

touching the same points in the grid in same sequence. The 

main disadvantage is that the user selects weak graphical 

passwords which make the authentication mostly predictable 

and the system is vulnerable on various attacks [16]. 

 

Figure 3. Authentication in Draw a secret Algorithm 

3.4 Syukri et al algorithm 

The syukri et al algorithm was proposed by Syukri, Okamoto, 

and Mambo in 2005 [17] which is a new graphical 

authentication where the user is asked to draw a signature 

with help of an input device and during authentication the 

system identifies the signature by extracting the parameters of 

the user’s signature. The biggest advantage is that the 

signature are hard to be reproduced and there is no 

memorizing of password but the main drawback is that we 

cannot use a mouse to put a signature, a pen like input device 

is required which requires an additional hardware. 

 

Figure 4. Authentication in Syukri et al algorithm 

3.5 Blonder Algorithm 

Blonder proposed a new algorithm for graphical 

authentication in 1996 [6], where an image is been used and 

the user must click on several locations on that particular 

image during registration and must reselect the same locations 

in similar order for authentication. The image acts as a hint 

for the user to reproduce the password thus this system is the 

most convenient of the other pure recall-based schemes. The 

major disadvantage is the defined click areas are very small 

and not so accurate and it uses only simple images which are 

sketched and we can’t use the real world images [18, 19]. 

 

Figure 5. Authentication using Blonder Algorithm 

4. PASSPOINT SYSTEM FOR CLICK BASED 

PASSWORDS 

The Passpoints are designed to cover the limitations of the 

blonder algorithm consists of a high quality pictures which is 

rich enough to have many possible clicks, complex images 

may have hundreds of memorable click points, for example 5-

6 click points will make comparatively stronger passwords 

than alphanumeric passwords. In order to login the user has to 

click on the already registered click points within some 

tolerance points say around .25 cm in the click points. The 

tolerance point is needed because the user has to click the 

password within a certain pixel and the user cannot click 

accurate pixel all the time for successful login. The tolerance 

point is adjustable to the system and margin of error is been 

used for a correct recognition of the user. The passpoints are 

more secure than alphanumeric passwords by comparing 

alphanumeric passwords of length 8 over 64-bit character the 

number of possible passwords is 648=2.8 x 1014 and in 

passpoints the maximum image size is 1024 x 752 (full 

screen) with a tolerance of around 20 x 20 pixels for 

passwords consisting of 5 clicks the password space will have 

a size of 2.6 x 1016. 

The Passpoints and alphanumeric passwords were been 

compared and studied in a laboratory [11, 20], to learn about 

the memorability if graphical passwords. The results showed 

that the participants from the graphical password group 

created valid passwords without difficulties than the 

participants of alphanumeric group. But the graphical group 

made more errors and took more attempts in carrying out the 

practice since this type of password was entirely new to them. 

Also all the graphical password users were able to reach the 

learning criteria within some minutes. 
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4.1 Study of image choice 

To study about the graphical use of the passwords and how it 

succeeds, the psychologists have studied that the images are 

having more focused memory than compared to words and 

sentences which was called as ‘picture superiority effect’ [21]. 

Thus everyday images are chosen and they are made as 

passwords which gives a clear knowledge about learnability 

and memorability while using different images. And the 

higher number of accurate passpoints was found when there is 

a constant tolerance value is given for the system and thus 

gives an increased performance [11, 20]. Thus it concludes 

that a limited knowledge is been required for the use of 

graphical password an thus an average user can use this 

authentication system easily except some rare cases also the 

image with poor memorable character can be also accepted if 

used similarly and some practice is needed because there is a 

chance for forgetting password because of infrequent use. As 

we see in using the graphical passwords we have the better 

results of high performance, quick learning and accuracy for 

people who are having poor memorability who can work 

easily with some practice. 

4.2 Prediction in Graphical passwords 

There are several studies based on the prediction of the 

passpoints and the portions that a human focus in common 

[22, 23]. The human nature is that when asked to click any 

particular pixels the people will focus on a particular points of 

same frequency which is illustrated in figure 1 which are the 

click points actually clicked by the users. We can see that 

there are click locations which are most likely given as 

passwords, but the users click points reduces the entropy of 

the click locations. Thus the users entropy of the password 

clicks are been observed and those entropies are been 

predicted. By using mean-shift segmentation algorithm [24, 

25] that predicts the most likely click location with their 

probability values, thus the users must select the images with 

higher entropy of their click points. 

4.3 Predicted vs Actual click locations 

 

Figure 6 (a). Predicted Click Locations 

 

Figure 6 (b). Actual Click Locations 

In the above image the users were given the images and they 

were made to choose their own passpoints consisting of 5 

click points and were asked to re-enter, the passpoints which 

has been re-entered is been taken into account. The same 

image is been predicted by using mean-shift segmentation 

algorithm with having 10 pixels of tolerance for both cases of 

400 x 600 pixels image. The system predicted the points with 

80% accuracy for a normal image having high entropy value. 

The entropy value of the image, the accuracy percentage, and 

increased number of click points decides the strength of the 

password. Thus only after 315 (≈2.8·106) iterations we can 

crack a user’s image password. From here we can define that 

an image which has more number of clicks and less entropy 

value is more secure. By using many advanced algorithms the 

passpoints are been predicted. 

5. PROPOSED WORK 

5.1 Passpoints for Random Similar Images (PRSIm) 

Normal passpoints system have a single image where the 

click points are been given and for each login the same image 

is been displayed again and again for every login. When this 

process is been repeated for multiple login it may lead to 

shoulder surfing attacks. So in order to avoid the shoulder 

surfing attacks, some similar images are used here and those 

images will be having the same passpoints which is mapped 

by a grid whose points are stored and then retrieved during 

login. It is done by mapping those images with a grid and the 

clicks are given grid values thus the image is not used for 

authentication instead the grid values are used. Thus from this 

process we can reduce the shoulder surfing attacks but the 

tolerance value must be little high for the accuracy which may 

have guessing attacks.  

Algorithm for registration:  

1. Begin. 

2. Select an image type (ex. Animal, bird, human face). 

3. Select the type of sample images as prescribed. 

4. Set the passpoints.  
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5. Store the passpoints in a graph and store the graph 

points in Database. 

6. End. 

Algorithm for login: 

1. Begin. 

2. Select image type (ex. Animal, bird, human face). 

3. If (select == Database) 

{ Show (Authentication)  } 

else 

{ Access Restricted } 

end if 

4. Display the random image from database. 

5. Select the passpoints which is registered. 

6. If (select == Database) 

{ Show (Authentication)} 

else 

{ Access Restricted } 

end if 

7. Stop. 

We have to select the image properties such that the user 

should click on a specific property where the images are given 

a specific group e.g. a list of image types are given as Dog, 

Cat, Duck etc. from where the user say selects dog, then the 

set of images of dog is given from where the user selects the 

passpoints. At the back-end the passpoints are stored as a 

graph points in which the images are been mapped similarly, 

thus only the image changes not its property (i.e. a face is 

mapped with its similar faces having the same properties) so 

during login the set of images are been displayed to the user 

and user clicks the appropriate passpoints to proceed. 

 

Figure 7. Attempt I for Login using passpoints for random 

similar images (PRSIm) 

 

Figure 8. Attempt II for Login using passpoints for random 

similar images (PRSIm) 

5. EVALUATION AND DISCUSSION 

The main objective of this paper is to reduce the shoulder 

surfing attacks when using the graphical passwords for 

authentication. So the hacker is been confused by using two 

or more images and thus designing more efficient system for 

authentication. The test and analysis gives us the result that 

only 12% of the hackers can identify the passpoints by 

performing the shoulder surfing attack which is tested from 

real environment of the passpoints for random similar images 

(PRSIm) algorithm. After some continuous login made by 

users and 90% of users made successful login by this process. 

But the major fact is that the images cannot be more complex. 

The simple images are used here to reduce the difficulty in 

searching similar images. Hence the tolerance value must be 

comparatively high to increase the accuracy of the password. 

We studied about various usability features about this 

passpoints for random similar images (PRSIm) algorithm and 

we get the results that our algorithm is more efficient and 

secure than other algorithms. The comparison of different 

schemes are been presented in table 2 and 3 the * cell is been 

tested in real time environment and other cells are taken from 

previous researches [26, 27, 28].The WEKA Data Analysis 

Tool is used to derive the tables and graphs presented here. 

Usability 

features 
Facts 

Effectiveness Reliability 

Satisfaction 

Easy to use, create, memorize, 

execute, understand. 

Use of simple image. 

Efficiency Easily applicable. 

Intuitiveness 
The interface is easy to learn and 

navigate. 
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Low 

perceived 

workload 

The interface appears easy to use, 

rather than intimidating. 

Table 1. Usability Features 

Figure 9. Graph for Usability Features 

6. CONCLUSION 

The most common attacks on graphical passwords are 

dictionary attacks, guessing attacks, spyware attacks and 

shoulder surfing attacks among which shoulder surfing is a 

major problem in Graphical password system. Thus the main 

idea was to eradicate this attack and this system is more 

efficient than any other algorithms e.g. Passpoint algorithm, 

Triangle algorithm, GPIP, DAS, syukri algorithm, Blonder 

algorithm etc. Our study of comparing with other algorithms 

gives us positive results and we give a better system than 

other traditional algorithms. Our future work focus on using 

high resolution graphical images with more accuracy. The 

passpoint have high tolerance value which is good enough for 

the system, even then the accuracy value should be increased 

at par where the tolerance value must be reduced in such a 

way that it is accepted by all.  
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Triangle 

Algorithm 

Passface 

Algorithm 

Draw a 

secret 

Algorithm 

Syukri et 

al 

algorithm 

Blonder 

Algorithm 

PRSIm 

Algorithm* 

Automatic 

Online Guessing 

Attacks 

Yes No No Yes Yes Yes 

Human 

Guessing 

Attacks 

No No No Yes No Yes 

Relay Attacks Yes No No No Yes Yes 

Dictionary 

Attacks 
Yes Yes Yes Yes Yes Yes 

Brute-force 

attack 
Yes Yes No Yes Yes Yes 

Shoulder-

Surfing Attacks 
Yes No No No No Yes 

 
Table 2. Comparison of Attacks with other Algorithm 
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Usability features 

Algorithms 

Triangle 

Algorithm 

Passface 

Algorithm 

Draw a secret 

Algorithm 

Syukri et 

al 

algorithm 

Blonder 

Algorithm 

PRSIm 

Algorithm* 

Reliability 90 50 50 99 90 90 

Easy to use 50 90 90 50 90 90 

Easy to Create 50 90 90 55 92 92 

Easy to Memorize 10 92 92 92 90 90 

Easy to Execute 10 90 90 10 90 92 

Easy to 

Understand 
10 50 90 90 80 90 

Use of Image 10 50 50 52 52 75 

Easy to Apply 60 75 80 10 80 85 

Security 92 92 92 92 92 92 

Intuitiveness 50 60 90 90 65 85 

Workload 10 65 92 80 80 90 

 
Table 3. Comparison of Usability Features with other Algorithm 


